Esti\[&))

loT Network Controller User Manual

RRA: 1.0
HHH: 2018/12



EstiNet loT Network Controller User Manual

EEom H 8%

Lo BT TAE oot 3

1.1. ETIITEE oottt ettt ettt ettt et ettt ettt et e eaeeaeeaeeatententearenteeneas 3
1.2. T N oottt et ettt et e te ettt ettt et e neete et 4
1.2.1. (60T} d o] 11T PR UPRP 4

1.2.2. SWIECR 1t e e araee s 4

2. B ZEET coreereeerrrnretiressssnneeetessssssnesesesssssnseeeessssstnssasesessssnnsaeses O
2.1 B IBTERETE cveereereereeeeitestestesteeteeteeteeseessetestaasaeteeteeseeseesbensanbastesteeteeaeessensensentantentens 7
2.1.1. ESTINET RTL88T ....eiiiiiieiiieeeieeeciee e etee s e e site e e sate e e aae e enaeesnnaesnaeeesnreeesnneeas 7

2.1.2. ESTINEL RTLOBP ....eeeiiiieceiee ettt e e st sae e e e saaee s 9

2.2. T T RE LIRS ettt ettt et et aa et na et et enas 12
3. AR PE/ERETE oevrrrrreerrrerrrsnnereessssssneeeesesssssnsssneessssssnnsessssssssnnes 13
3.1. T A E coeeeeeeeeeeeeeste s e es e ee e e et et et st et en et et n et et n e et an s nenas 13
3.2 UPdAte Profile ...eeeeeeeeee et 14
3.3. MR A oot eee e et en s s s v s s n e e eet s et e e st es s et eaeeesannaenenas 15
3.4. e X an A= OO RSOOSR USRS 17
3.5. DaShbOard ........ooeiiiiiee e e e 18
4, SWItCRES .cueniiieieiiiinieiiiiiirirereteiretetsererasessesesassesasassesasassesananss 20
4.1. MaNAZEMENT ....iiiiiiiieie ettt e e e et et e s e e e e e eaetrb e e e e eeeeaearaaaa e as 20
4.1.1. OVEIVIEW ..eeieeetee ettt e e et e e s s e e e e e e s e s e nnereeeeeeesesannnns 20

4.1.2. PIrODE e 23

4.2. VLAN Lttt ettt sttt st ettt st e e st e e sat e e e bt e e ebteeenbaeeenbaeeanaeeeabeeenabeeenareeenaraes 24
4.3, L[0T oo (o} <AV PP PSP PPPRRROPPPPPRNt 25
4.4. ] = A £ A oL PP UPPPU PP 26
4.5. L= =43 27
5. Device............. B ...ttt st e s e aasassatausnssnsansnnans 28
5.1. BT B oottt n e en et n et en e eenens 28
0 O D= 2 - 5 T oo To Y= 1o« IS 28

5.1.2. Y Y T o TU | o T SO PP UPPPPTPPPPRN 30

5.1.3. NEW DEVICES ittt ettt ettt e e e e e et e e e e e e e s e sabbaaeeeaeeeens 33

5.2. SIS RN ettt ettt 35
5.2.1. Device INfOrmation ... e 36

5.2.2. SWILCN POTT ..t e e s 39

5.3. B B R ettt et ae et et e re et e 40
5.4. B R, B e 42



EstiNet loT Network Controller User Manual

6. NEEWOIK .ouieieiiieieiiiiiiiiireteiieretetrerecetrereseeseresassesesassesesassssennes 44
6.1. SUDNEL (GALEWAY) ..vveeeieiiiieeecieee ettt e et e e et e e e e saae e e e e aae e e e saneeas 44
6.2. INEEITACE ceeieee ittt e e e s areeeeenan 47

2 =1 Yol = 50
7.1. DHOECP SEIVEN ..ttt ettt e ettt et e e e e e sttt e e e e e e s e snbereeeeeeeeessnnnes 50
7.2. Bandwidth CONtrol ......cooouiiiiiiiiiec e e 53

2 T <L ol U T 4 Y R 58
8.1. T T R T T ettt ettt ettt n et 58
8.2. FIBAERTIFR ettt ettt et ettt et enas 59
8.3. L A B TIIZR ettt e ettt et eae et re et e 61
8.4. JE IR oot e eee e ee s s et e e et et e et en et eeeee e eeeaa 63
8.5. D] [ @ =Y oY o] [ oV -SSR 66

L TR o 1oy U 68
9.1. B ettt et ettt et e ae e beeae ettt et enaeeteeteenes 68
9.2. A R R ettt ettt ettt enas 71

0 JIIVEN =Y 1 o TRt 73
10.1. 60T ) 4 o] | 1= RSP 73
10.2. EVENTS et e e e e s 75
10.3. BACKUD .ttt e st e e e st e e e s abeeeeenane 77
10.4. FIFMWAIE ittt ettt e e e e e sttt e e e e e sessnbbbeeeeaeeeessananes 78
10.5. R L= o o ¥ =4 81

i s RN |/ ToT o 1 0 o [ -0 84
11.1. AT T oottt ettt et sttt b et b aeaeae et be e e 84
11.2. I (=] o LoV OO P U P PP PR 86

11.2.1. Dashboard .......eeeiiiiiiii e s 87
11,22, TarBeL e e e e e 90
11.3. UDTIME et st e st et e st e e s 92

o I T o — =3 1= O RRRRRRRRRN 93



EstiNet loT Network Controller User Manual

1. B/ T4
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1.1. EmIEE

loT Network Controller ZHEEZI | -

VIAN B S B T PortHVIAN
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1.2. EmNE

1.2.1. Controller

JolHSE R AT HAY Server B FAVEERKZ24E ubuntuld B¢ 16 /EZE 248 » F{TLEERE
#7 loT Network Controller

1.2.2. Switch
RT188T ATH#AES

RS232 Console

Power & System LED RJ-45 Port LED RJ-45 Port * 24 SFP Port LED SFP Port * 4
Power & System LED BNV G RN
Reset to default RS 535 E

RJ-45 Port LED (10/100/1000 Mbps) | K525 24 {[E RI-45 Port N4 F N

SFP Port LED(1000 Mbps) PEuETER 4 {E SFP Port | 43
RS232 Console CLI Console
RT166P ATHa5E

IEBN ef RT166P

RJ-45 Port LED RJ-45 Port * 8 SFP Port * 2
Reset to default

Power & System LED ENEEE SN GRS
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Reset to default

b RS IR s

RJ-45 Port LED (10/100/1000 Mbps)

VEuEEET 8 ([ RJ-45 Port [ N4RI&E X LUK, POE
HEER

SFP Port LED(1000 Mbps)

YESSREEUT 2 {H SFP Port [ N4R1FH
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2. B 2EE

RE e E Firewall JI&T » [7) FEFIESE AR DA 25 208 Umase (208 N RS ~ 52
%~ BRI ~ BOHIZSE%fs. E5%) 0 TE A SRR fHEP2F8E -
SEAHZEEE T FUMUEERE Mail : fae@estinet.com

.
Control Plane = m
RT188T Control Plane Port 21-28 jmme Firewall

RT166P Control Plane Port 7-10
Data Plane

RT188T Data Plane Port 1-28
RT166P Data Plane Port 1-10

MIX Plane

-
ﬁ; Controller

I it RT188T

EstiNet RT166P

e \.j‘ Device
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2.1. B HEE

2.1.1. EstiNet RT188T

&J EERE AR HAZE Default IP: 192.168.1.1 » FHEXTEGEZEHE: switch/admin
C 0 | ® 192168.1.1

IIiﬂNe’r

Login

Usemame :

Password :

B B&kaRHA

i A IESER B+ HRTEERIRSE: switch
T AL E - HRTHEEE: admin

EOAS s IP: 192.168.1.1 -> 192.168.1.11

System Information
Logging Message
~ Port
PoE Status
Link Aggregation
MAC Address Table

Network

IP Address

System Time

() Static
) Dynamic

[192.168.1.11

|255.255.255.0

[192.168.20.1
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BRHALE E&RH

(R R

Address Type ] 7545 Static (Static IP) Y, Dynamic (DHCP IP)
IP Address RHAZZAT 2% 0E Static TEx7E IP firhk

Subnet Mask RHAZSIT 2 E Static 2% 7E Subnet Mask

Default Gateway A HAZRIE S TE Static 2% %E Default Gateway
DNS Server 1 TGS S5 E Static N B —4H DNS Server
DNS Server 2 THAGSAT S5 E Static N2 ESE —4H DNS Server

SSCE ST AT USRS T R 3%

Network ;. IP Address

Auto Configuration

DHCPv6 Client

IPvé Address

Prefix Length

IPv6 Gateway

DNS Server 1

DNS Server 2

Link Local Address

«| Enable

Enable

—
P ©-zs
B

10010204
10010254
Ted0r20b:4ff fe 13 e8diiG4

IPV6 Gateway | -

Ted0r20b:4ff fe 13 e8diiG4

Save | Logout | Reboot | Deb

. Success.

BT B
W
i AT

Save

RS EE
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2.1.2. EstiNet RT166P

LL& ORI A HASE Default IP: 192.168.1.1 » THERIESEZAME: switch/admin
AR AT B RS T EE A W & RT166P » BT LAEERF T YR H P BRSNS T—

-\-}'L/—\—r

A JE
C 0 |® 192.168.1.1

EstiNEY

Login

Usemame :

Password :

LOGIN

B it e

Usemame : i AR E - HRTERIRST: switch

Password : i NSO E > R THECES: admin
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M EEEAE /& 12 RT166P AT H#A2% IP: 192.168.1.1 -> 192.168.1.12

System Information
Logging Message
Port
PoE Status
Link Aggregation
MAC Address Table
Network

IP Address

System Time

System Information
Logging Message
« Port

PoE Status

Link Aggregation
MAC Address Table
Network

IP Address

System Time

() Static
() Dynamic

[192.168.1.12

|255.255.255.0

[192.168.1.1

(® Static
) Dynamic

[192.162.1.13

|255.255.255.0

[192.168.1.1

it i

BaL A

IP Address

(EPE TN i

] 75E45E Static (Static IP) B, Dynamic (DHCP IP)

HAERSATE

J 7€ Static NEXE IP firdik

EHASRAT S5 7E Static 2% E Subnet Mask

L HABR(E R TE Static %€ Default Gateway

HARSATE

7 7E Static NE¢ESS—4H DNS Server

HARSATE

7 7E Static NEXESS —4H DNS Server
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SCE R H I NG HESME S e

10.0.10.204

10.0.10.254
Ted0::20h:4fi fe13.e8di64

Ted0::20h:4fi fe13.e8di64

Save | Logout | Reboot | Deb

&R

Apply

hfEERY

LIUND2%)]

Save

BT

B
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2.2. E BB BN

RSP BEA T IE:
=] ]
Control Plane se—————— -- .
RT188T Control Plane Port 21-28 jamm Firewall

RT166P Control Plane Port 7-10
Data Plane

RT188T Data Plane Port 1-28
RT166P Data Plane Port 1-10

Controller

\
SR cccinet RT1s8T

EstiNet RT166P

MIX Plane

™ ,,‘-i' Device

o~
Lv o~

uaﬁ”ilﬁ_ TERSARELIYEEE > W oREE L WAN BEEEHE AT (B SK B TTHE(E RT188T I
1. HEHE—{5% RI-45 44FE4RAF EstiNet Controller E‘ﬁ EstiNet RT188T E]’j Port 24 F

(/_:E : EstiNet Controller [ Port & [A|{fi & BIVIREI A P2 52 » 55HL EstiNet [R4%ES
2. E&giﬂ% RJ-45 481443 1F EstiNet RT188T [y Port 21 B /738 EstiNet RT166P 1 Port 8
3. §%§§~ﬂ,§§ RJ-45 481&431F EstiNet RT188T [ Port 23 £ 53 EstiNet RT166P 1 Port 8
ﬁzlii CHFEE o FREHMEREE Mail : fae@estinet.com
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3. HGIRIFEE
3.1 B AHH

SHE e 2595 3 RI-45 45391 Control Plane | » FH%E 255 A Controller #Y WEB 1

@ Default IP: 192.168.1.100:3000 » TEZRIEGERS

& 192.168.1.100:3000

hE: admin/EstiNet5408%S)*

it gty

Bai A

admin

i AMRSRALE  THEYIR

5%: admin

it \ BB S THRL
f: EstiNet5408%S)*

Sign in

A Controller #2255
HIH

[~ |
L 1
[z o]

7RSS AT Email /3%
i
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3.2.Update Profile
1645 75 Administrator (1Y S HII5EER > 35E8E Update Profile
E Dashboard @ Administrator v
B Update Profile
cPU 42 % RAM 1 6 %, 9.67 GB/ 64.26 GB Storage 55 %,66.39 GB/| @ Change Password

= Log out

Update Profile

Mame

Administrator

Account

admin
Email*

example @ estinet.com

* i5 required

it At B

Mame R s
Administrator VNN (sl
Account
. B ANRSE
admin
Email*
MESRECEHY Email

example @ estinet.com

B Profile

Cancsl

HUHEIL Profile
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3.3. BB AR

745 4 Administrator BY Nfi7#5EEE - #5852 Change Password
E Dashboard @ Administrator v

[E Update Profile

CcPU 42 % RAM 1 6 %, 9.67 GB / 64.26 GB Storage 55 %,66.39 GB/| @ Change Password

® Log out

EHRATE R
[3] Update Profils S HEES

& Change Password Emreans

I = Log out BH A

FEFTBRAAYS T EARIEF- i A B30 ~ Mt R s ihiass > MR BN

o

ﬁmn;

Change Password

Old Password®

tessnansnereren @ Dizplay Password

MNew Password*

tessnansnereren @ Dizplay Password

Re-type New Password*

tessnansnereren @ Dizplay Password

* is required

it i i e

Old Password* gy A EE 2 hE
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New Password* PN
Re-type New Password* B A
HERR T
G
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3.4. 8 H#HEE

745 4 Administrator BY N7 EE - #5585 Log out

Network i Dashboard
||] Controller

M switches <

cPU 18%

= Devices < —

@ Administrator v

B Update Profile

Memory 15 . sa26G8 i Tomal ok 62.70 %, 4577( @ Changs Password

® Log out

BRERLE

it el

[31 Update Profile EH{EHEES
& Change Password BT

(= Log out

GEXRRE
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3.5.Dashboard

BEEE /- £ loT Network Controller Y Logo #£ A Dashboard Ef @ EHHELE Controller H
B &R HART(CPU ~ RAM -~ Storage) ~ 5% {FHYIE N (Switches status ~ Link up Ports -
Online Devices ~ Blocked Devices ~ Host Alert in Top5 L Kz Latest Important Events)

Iu Network £ Dashboard @ Administrator v
Controller
M Swilches
CPU 34 % RAM 1 6“4:.961 GB/64.26 GB Storage 50 %, 60.97 GB/129.31 GB
IZ Devices
&h Networking
TN /7 ~,
Y < [ A\
W Service f \ [ \
= Wireless < N \7 e
& Security < Switches status Link up Ports Online Devices Blocked Devices
U Palicy <
105 105 313 9800 0
% System <
% Monitoring
L1 Host Alertin Top 5 O Latest Important Events
Alert Host Name Time Severity Message
2019-01-16 12:25:21 Notios switch: 192.168.9.124 (192.168.9.124) (dpid: 35776730089) is online
2019-01-16 12:25:20 Notice swilch: 192.168.9.123 (192.168.9.123) (dpid: 35776730161) is online

B it e

CPU Controller CPU H{E R

RAM Controller RAM f4{sE FH1E

Storage Controller Storage HY{& F &

Switches status

MRS FARHEE

I-". ."-I Link up Ports
TS Port (5 FIBE

@ Online Devices
Y i aRHVEE
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|/®| Blocked Devices

\L./ TE4ER A VB

[\ Host Alert in Top 5 TG E Ryl AL AN R

O Latest Important Events | SRR EE 240 E
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4. Switches

4.1.Management

4.1.1. Overview

HEEE Switches > Management » /53& H A2 £ 30 H Fij Controller B HHAYATHAZS

Iu Netwark i Switch Management 15 J—:o?-;?‘.zizz'jj:ﬁ:kr.fa169fd19 @ Honneiatogeg

Cantroller

R Switches ) m

» Management

Q Search
+ Select ~ + Add Switch
m]
= Devices . O @ 192.168.20.38
192168 20 38 (External IPv4: 211.20.104 63) - EstiNet RT188T, OpenFlow
& Networking <
0 @ 192.168.20.42
192 168 20 42 (External IPv4: 211.20.104 63) - EstiNet RT188T, OpenFlow
W Service
O @ 192.168.9.101
T Wireless < 192.168.9.101 - EstiNet RT166P, OpenFlow
8 Security 0@ 192.168.9.102

192.168.9.102 - EsliNet RT166F, OpenFlow

U Policvy

B B&aRHA

Q Search .. F 1P ST AR = AT A gs

(T Tag - Pin ~ EHEA « ERCCHERIMIG A i 28 S

I Model - Tag ~ Pinned FRAE SIS

BB

B sy 2 . Tag

BRI s

M PRHESR Y S HAES
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- [ e s my= . 3 W ed ]:ﬁlj‘ 2L 2=
N = N N AN
DiRE S BB SRR AN A ~ ACHAES Ports Config 5% E ~ SRS VLAN 5E
I Network i Switch Management ; Details @ Administrator v
01 Controller
M Switches ~
> g it SW|tCh Deta”s 4 Back to the Switch Management List
192.168.20.38 - 152.168.20.38 (External IPv4: 211.20.104.63
] L]} | u L] ] L] ] L]} L] | L] | L] ] L] ] |
2 4 6 8 10 12 14 16 18 20 22 24
1 3 B 7 9 1 13 15 17 19 21 23 | EN EE EE W
. EE m . ER (|1 [ |} (|1 Em u m ml 2 26 27 28
IE Devices
LAG1 LAG2 LAG3 |AG4 LAGS LAGE LAG7 LAG8
& Networking
W Service
Ports Info Poris Gonfig Poris VLAN
F Wireless
View: QIR |
& Security
No. STP State TX Count RX Gount Host Count
U Policy
@ system () n Discarding 109.87 MB 119.83 MB 0
(] ﬂ Discarding 117.94 MB 116.90 MB 0

% Monitoring

it ety

it

€ Back to the Switch Management List

[0 £ Overview HY E [

RIAETE N

1 Port 1Y = [E
LAG1 LAG1 Vi =&

s EAIP A

RER S IRINAERCE

| Ports Info

Port /) STP JIREE ~ TX ~ RX fll Host #&

Ports Config

B ENEXEEET Port HYTHEE: Security ~ Link Detection ~
VLAN Provisioning #1 Via WIFI-Mesh

Ports VLAN S TE VLAN 5% 1E
View: [ | Port fil LAG &} ESY
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HLEE Port HY i = [EAYTHEEB1& Static MAC ~ Device List {1 Event Log

||:|T Netwark i Switch Management » Details @ Adminstraor v
A sn

Controller

» Management

Switch Details #Back 1o The Swilch Management List

vLAN

Topology 192.168.20.38 - 192 168 20 38 (Extemal IPv4: 211.20.104 63)

e s e e e e T 1 T
B 0L P ) e

15 Dovioos
LAG1 LAGZ LAG3 LAGY LAGS LAGS LAGT LAGE @ Show Switch Detads
ke Networking «
® Sarvico
Posinfo  Ports oy Ports VLAN
* Wireless h -
€ Port List : Port 21
8wy T
0 Policy « -
© System ¢ s0keps
% Monitoring < e
0 Ks|
sakeps
20 Kbs|
1ok
1040 047 048 04 08 1081 1082 1053 1054 1085 1080 1087 EE) 050
— T —ax

B8 R A
Port [ Static TX FI RX

;

2 7E Port 1y Static MAC(For Device)
Port Ff5 HY Device 45
Port [] Event Log

7
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4.1.2. Probe
BLEE Switches > Management > Probe » (B{FFEFE i IP 3 ATHAZS

I -|- Network £ Switch Management > Probe © Administrator v
01 Controller

M Switches v Probe

» Management

Probing Switches
Legacy switches Gan be found on the network via Probing
For the system to be able o probe the switches, then please do the following listed below.

1. add an IP address or several via the "Probe Switches" button
2. The system will hereafter probe for switches with the given IP addresses

Note however, that only Legacy Swilches are operational on this page. OpenFlow Switches operating with SDN will not work here.

Q Search @ Probe Switches

Vendor Model 1Pvd Status

= Devices
& Networking
W Service

F Wireless

& Security

it gty | BRI

o] DU TN AE4E F IR EEA T s

R T BUEIPRRIINRE » 5EET DA T A AR

1. 7H’#E Probe Switches $Z N II—1{E 20 2% 1P Mkl

2. 28 DU A 1P AEEHIR s

o5 LR PRI D RE 8 FH N (F 4 CHAES » (FH] SDN HY OpenFlow SZHAZS A H S DHAE -

]

Q, Search 4= Probe LRET =AY IR ES

THFRE Probe DHAE =R AYACHASS

Hig H Probe DHRE =S fAGS S E L H I

@ Probe Switches DL IP R IR T R es e ==

Vendor &T@%E@ﬁﬁ%

Model AR5

IPv4 ZHAZRHY IP

Status TR HTIRAE
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4.2.VLAN

HLES Switches > VLAN » BHETVIE4 VLAN 2% 5E

N t k E : . Administrator v
IUT Eﬁnvgrug\ler v i e

R Swilches ~
Q_ Search

VLAN

=+ Add

Name

Default Management
0 B 10
20 W 20
I= Devices 20 W 20
i Networking 40 MW 40
BT B
Q Search TG VLAN

fHFREEEEHY VLAN

+ Add

Wi —4&H VLAN ID ~ ID BREHIZATH

VLAN

VLAN ID

Name

VLAN HY4475%

B VLAN HREATEok:

o

fECL VLAN B4 TR BB

% VLAN ID - DHREVALESE(E(] Port (s FHEYIENC AT T
55
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4.3.Topology
% Switches > Topology » B2 a5 i 2 it H Bh A IR 4 s Pt

Network

Il] Controller

VLAN

IE Devices

& Networking

W Service

F Wireless

& Security

U Policy

# System

€ Monitoring

i Topology » Logic

@ Administrator v

Refresh (6) &

oo (_".'
g R4S 0 162
168.9.165

VLAN Subgraph &

Forwarding Path &

Bandwidth Utilization #

Link Info &

B

B&kaRHA

Refresh (6) &

BT AP E BN — ARSI - vE RS R

H B B hEE

TR IOEERS Z 0

Add @

F-H A HaEE(Switch) ~ AP(Access Point) ~ [5 K &% (GI200) 1
4R (Link)

VLAN Subgraph #

FETIEERY VLAN TRk

Forwarding Path #

TR IP(Source IP)EE H Y IP(Destination IP) &% i (PR LR

i

Bandwidth Utilization #

SRR R R ot

Link Info =

RURES &R
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4.4.Statistics

HBEEE Switches > Statistics » FERIACHAZS Port HY Statistics

I Network t Statistics @ Administrator v
Ol Controller
Search 12 192.168.9.101 - 192.168.9.101
N L] HN oo n |
192.168.9.101 2 4 6 8 10
192.168.9.101 - 3 5 7 9
BooERER R =
192.168.9.102 LAGT LAG2 LAG3 LAG4 LAGS LAG6 LAG7 LAGE
192.168.9.102
-
iZ Devices
192.168.0.103 Port: 1 Live: @ 2019-01-07 17:14 - 2019-01-07 17:29
= CEIEng 192.168.9.103
W Service
192.168.9.104 7 bps
= Wireless < 192.168.9.104
a Security
192.168.9.105
U Policy < 192.168.9.105
o Sysk
yeiem 192.168.9.106
< Monitoring w
o
1718 17:20 1722 17:24 17:28 17:28 17:30 17:32

— X — RX

B it e

A W AR s i SR Y T ~ R EAR 1P
HEITHEA

w
o
O
o

T

d—

]

192.168.9.101
192.168.9.101 SRR Statistics (YA HAES

EstiNet RT166F

1 75 Port HY Statistics

LAGT T 7F LAG [ Statistics

AR

Live: @ FERE HEE R E

2019-01-07 17:14 - 2019-01-07 17:29 F-EhE ERE T Statistics AR R #[E

@ Interval of 10 min ~ %7 Statistics FBEAY & R EIFE
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4.5.Tags

L& Switches > Tags > T Tags HYIEE SRR ERT Tags » R Hhds

Network : Tags
II] Controller .

er User Manual

M Switches ~
_ System Tags  ® Hide

Name
~— W EsiiNet RT188T
= Devices <
W Service < M EsiiNet RT286T
D Exuy ‘ W) EsiiNet RT166PI

U Policy ¢

% System <

M EsiiNet RT288T

% Monitoring

Description

The switch supperts the openflow protocol

The switch does not support the openfiow protocol

Vendor: EstiNet, Swiich Model: RT188T

Vendor: EstiNet, Switch Model: RT188P

Vendor: EstiNet, Switch Model: RT286T

Vendor: EstiNet, Switch Model: RT166P

Vendor: EstiNet, Switch Model: RT166PI

Vendor: EstiNet, Switch Model: MT198T

Vendor: EstiNet, Switch Model: RT288T

@ Administrator v

Custom Tags
B | R
System Tags
@ Hide R BN SR A THES Y Tags
Name Tag By

Description

Tag M

TR B

Custom Tags

+ Add Tag

HH HETHY tag

Name

Tag 1418

Description

Tag MYl

Operation

HJLUES TAG #ETTIE LR MHER

BN Tag YT ~ FEACRIEA D

5 Tag
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5. Device

5.1.8% AR
5.1.1. % Dashboard
ELEE Device > Management > B LUEEIFTA #: 440 BRAVEEMH B E FERIR

| T Netwaork t Devices Management @ Administrator v
01 Controller

M Switches

/’/"*"\\ Alldevicas ® Online ® Blocked @ Offline N Bavicas
(@) (@)
= 25 12 0 13 12
L ,

\

New Devices
& Networking < My Group
W Service < B2 Add Group & Add User

< Wireless Group Name Total devices @ Online @ Blocked @ offline
= 4G el 1 1
a Security < == A Houter 2 9 [~ ]a]
22 GIT Sensor 1 1 0 0 ’
U polioy a0
22 P Camera 4 4 0 0 za
% System
22 0T Talk Sensor 3 3 0 0 [+ ]}
< Monitoring
22 0T Talk Server 1 1 0 0 a
21 Smart Electricity Meter 1 1 0 ) [+ ]}

it gty | R

FrA B TSR TR i B H L &R

~,

/ @ \\ All devices
( ) S OB R
\\:\——_.}/// 2 5

® Online

12

EERATER A EE

® Blocked

0

HAELR FARAVEHEE

® Offline

13

HAT MRAVEHEE
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New Devices
12

G W 4RIEDS Group AR IR

s g
| My Group ’ ELdm ABFAH AR AR (A
New Devices EE TN ARG S
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5.1.2. My Group
BEEE My Group - H] DA ARETE T dm ABFAHAVEL A

Netwaork

|I] Controller e ¥

® Online ® Blocked @ Offline

#

New Devices
N 2 B 13 OIRP

==
= Devices v
_ Management
My Group New Devices

. All devices

2= Add Group & Add User

& Networking

Group Name Total devices @ Online @ Blocked @ Offline
¥ Service < 52 4G Router 2 1 0 1 n
& Wiroioss 22 GIT Sensor 1 1 0 0 (1 |
& security B s 4 5 g 9 ao
22 loT Talk Sensor 3 3 ] 0
© oty Eo
22 0T Talk Server 1 1 0 0 B
& System

22 Smart Electricity Meter 1 1 0 0 [+ ]}
22 Watering 1 1 0 0 [+ ] ]

< Monitoring

B | B R

== Add Group i —{ERRH

/

BHERARVEE L E TR

Group Name ﬁzﬂ%ﬁ?

Total devices EASSARE N SERE Shcsn

® Online BRH bR ErE

® Blocked S AH T H RTEAR LR A=

@ Offiine S EFAHAL T H AT N ARYR R =

B T

| B e4H
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BT E—EEEAE - o] DUBE R AR AR
Network

|I] Controller

New Devices
M Switches < My Group
— T

=
e T

Group Name Total devices ® Online ® Blocked @ Offline
& Networking < : T
¥ Service < Restricti Fi Detected
A < 4 estriction rom etecte 1= I=
Devissiancd Type MAC IPV4 @ VLANS  Switch:Port ¢ IPV4 @ VLAN # e

F Wireless

® 00:02:d1:60:26:7a RT166PI-2: 01 [ |
& Security
| @ 00:02:d1:60:26:7¢ AT166PI-1: 01 a
U Policy
® 00:02:01:60:26:7b RT166PI-1 : 02 152.168.121.102 @ 100 n
Syst
© System ® 00:02:01:60:26:79 00:02:d1:6b:26:79 - RT166PI-2: 02 192.168.121.10¢ @ 100 n

< Monitoring

B | BRI

BIEHEE

22 Al 53 IP Camera ~ IR ERI4H A

BT st R

+ Add Device o —{E

= Show 20 ~ FEFLETE S > JER 10, 20, 50, 100 {[EEERH

B AR IR

AR T DU R A R S T
®rrm ® rTE © BHEE LS

Device Name <

Type % 22 e (A EEAY (40:PC ~ IP Camera ~ Server)

MAC $ Y Mac {izhk

s ol AL (S 1P fir 48 VLAN
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From N NN N \
e : I SABHA— EAT Y Port 4R
Detected

IPV4 @ VLAN =

ZER R LR (Y 1P fLAEER VLAN

7 LIBSRIEEL A IIA B B
S LIEESRIER A I AR

12 NIt ER AR R
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5.1.3. New Devices

ELEE My Group 55721 New Device » H] DL 2RER & 14 A 4 AFFAHAYRL

Network

||] Controller

\ Al devices @ Online @ Blocked @ Offline fiow Devices:
- ©)
nowe <\ 25 12 0 13 12
s [
oo ] =]
Restriction From Detected

& Networkin: - ¢ : IS
5 bk Devinsims Tupe MAG IPV4 @ VLAN Switch:Port IPV4 @ VLAN v ®
W Service b8:27:eb:a6:3a:61
= Wireless b8:27:eb:34:6b:91
& Security b8:27:eb:33:00:4b

8:27:eb:26:83:7.
U Policy b8:27:eb:ae:83:74

00:60:20:74:ca:e3
& System

00:60:€0:74:ca-ed
< Monitoring

00:60:€0:74:ca:e5

54:08:12:ef:46:98

B

| BRI

BT st R

=+ Add Device

HriE — (R

FEFLEE S > JER 10, 20, 50, 100 {[EEERH

B AR IR

Device Name <

ARG - DAL zwa
®mre ¥ RTE

42 Mac firtk)
® ByER o

Switch:Port <

Type 2 s RS (A0:PC ~ IP Camera ~ Server)
MAC % iZ e (A Mac fizsik

Restriction

et ) AHLCE Y 1P RrE 52 VLAN

From

FEES R s ARl — S A AN Port ZH 45
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Detected
IPV4 @ VLAN <

ZHE MR Y 1P ALHEEE VLAN

RJBERIE R IIA B A B

LI LRI AR A4 B
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5.2. 5 HANER:

BEEE(T—Z%(#HY Device Name » &3 A Device Information ; %h#5 Switch Port & tj#1 %
s B@Kj@f?ﬁ%@ﬁﬁ

| -
| '|' Network
01 Controller 5 AL S HOOT_vhost -
R Switches <
s
Group Name Total devices ® Online (® Blocked (@ offline
» Search

» loT & Bulk Action ~ Show 20 ~

» Import

= " Restriction From Detected bt

@ “  Device Name* Type & MAC & £
& Networking < S L IPV4 @ VLAN = Switch:Port ¢ IPV4 @ VLAN &

@ @ Hoo1_vhost_095 00:00:5£:00:00:01 - 192.168.9.101 : 02 10.0.95.1 @ 101 B 8 n
W Service <

@ (@ Hoo1_vhost 001 00:00:01:00:00:01 - 192.168.9.101 : 02 10.0.1.1 @ 101 B @ n
= Wireless 83

[ @ Ho01_vhost 009 00:00:09:00:00:01 - 192.168.9.101 - 02 10.0.9.1 @ 101 2 @ n
& Security <

[ @ Ho01_vhost 038 00:00:26:00:00:01 - 192.168.9.101 : 02 10.0.38.1 @ 101 @ @ n
U Policy < == = =

[ @ Hoo1_vhost 028 00:00:1c:00:00:01 - 192.168.9.101 : 02 10.0.28.1 @ 101 B @ n

< = B

agsvatas @ @ Ho01_vhost 088 00:00:58:00:00:01 - 192.168.9.101 - 02 10.0.88.1 @ 101 g @ a
 Monitoring < [ @ HO01_vhost 039 00:00:27:00:00:01 - 192.168.9.101 : 02 10.0.39.1 @ 101 B @ n

@ @ HOO1_vhost 043 00:00:2b:00:00:01 - 192.168.9.101 : 02 10.0.43.1 @ 101 B @ n

E @ HOO1_vhost 079 00:00:4£:00:00:01 - 192.168.9.101 : 02 10.0.79.1 @ 101 @ n L
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5.2.1. Device Information

] B o e HO058_vhost_005 Q

R Switches < Last updated on 2019-01-04 16:03:02 Health status is Healthy

» Search

» Management Uptime:
P— oo
» loT
Data Transmission =
» Import

0:0:6: 1 P
Days Hours Mins Secs Q Oaierls

& Networking <
Statistics Remote IP Session Remote IP Whitelist L Sanity Check
® service < fnie 9 Ll
° Wi
& Security < Type From Detected
Switch:Port IPV4 @ VLAN
. Owner HO058_vhost
WaRAHey. 192.168.9.168 : 02 10.0.5.58 @ 168
MAC 00:00:05:00:00:58
& System <
1PV4 Restriction
% Monitoring <
VLAN Restriction
5 Whitelist [
i® Blacklist [ v

RERE

| B

G A BB

2 S FEHYIE R (40:None ~ PC ~ IP Camera ~ Printer...) » T

& Edit
HESEEHHCOE iy

HO58_vhost_005

AT DU S fREBE(Z0Y Device 247 - THE Ay Mac fizik

&

Health status is Healthy

e i Lol

XA

ontine sttus - CIEHID
Data Transmission

FESRHIRRE B B RHEBARE

R E G

O alerts

Zax T 2B

A IEE R
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Statistics

A R BT B AT

Info

AR,

VPSS

owner . synphpgmesn

MAC . =z=ngh09 Mac firhl

IPV4 Restriction . payaisn =1 oEmy |pyg
VLAN Restriction . noaisge 1=t peg v AN

n :ZE7E Static MAC
§v Whitelist . @%DDA E%%‘
§:® Blacklist . @?&_EBDA%%

From

Swilch:Port, e B R IS R Port 57

Detected

IPV4 @ VLAN . 2. (et L 3% (431 P 1P 851 VLAN

Remote IP Session

TEN AR FE R A5 Y Session &

Remote IP Whitelist

AR L E Y H A

Log

SAFHY Log 4CERE R

Sanity Check

Rk i A AN e

: FrPUIE Alert 3EAI

Traffic Alert m T B

E

Offline Alert m: EHE R 4
High Latency m: ¥rigE Latency i@

IP Session Exceed m: it 1P Session 48 55iE ]

Alerts . Ewges: Alert (185
Rule Type : Alert HY4&%H
Rule/Threshold : Rule Y%
Action: &4 Alert HELENNYIT By

Send notification; BAA%% Mail 341
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ﬂ: S Rule
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5.2.2. Switch Port

IS Switch Port » L& HE A E TR H A - 7] AAFCESCHAR Port EHUEE

Network

h] Controller

W Switches v
» Management

» VLAN

» Topology

» Slatistics

» Tags

IZ Devices <
& Networking <
W Service <
= Wireless <
& Security <
U Policy <

i Switch Management > Details
Overview Probe

Switch Details

192.168.9.158 - 192.168.9.158

@ Administrator v

€ Back to the Switch Management List

EstiNet RT1SST'

2 r41 6 8 10 121 14 161

18

.;.L:;J 5 7 9 11J13 15J

17

19

i

LAG1 LAG2 LAG3 LAG4 LAG5 LAG6 LAG7 LAG8

Ports Info Ports Config Ports VLAN

© Show Switch Details

€ Port List : Port 2

1MM| l
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5.3. 5

BLEE /32 Device > Search » B L& Device HY¥EZE H A

s
|D Network  £Search
Contraller
W Switches
I= Devices =
» Search
“  Device Name <
® HO058_vhost_005
& Networking < ® HO058_vhost_068
® HO58_vhost_037
¥ Service
® HO58_vhost_035
F Wireless <
® H058_vhost 085
& Security <
® H100_vhost_003
@' Palioy ® H100_vhost_002
& System < J (@ H100_vhost 056
€ Monitoring ® H100_vhost_007

® H100_vhost_098

® H100_vhost_006

Owner 2

® Administrator v

h @ Advanced

show |20 v

Restriction
IPV4 @ VLAN =

From
Switch:Port &

Detected
IPV4 @ VLAN =

HO058_vhost = 192.168.9.158 : 02 8 @158
H058_vhost - 192.168.9.158 : 02
H058_vhost - 192.168.9.158 : 02
HO58_vhost c: 192.168.9.158 : 02
HO58_vhost = 192.168.9.158 : 02
H100_vhost 2 192.168.9.200 : 02
H100_vhost s 192.168.9.200 : 02

H100_vhost - 192.168.9.200 : 02

H100_vhost - 192.168.9.200 : 02

H100_vhost - 192.168.9.200 : 02

.100 @ 200

H100_vhost = 192.168.9.200 : 02

BhEE 7RI o (5 ] IR EE IR AYME H (20:Mac ~ Subnet ~ Owner -~ Status...5§) >

i A SZ MR LY, - (s B R A A i (S e A BB A

BT

||:| Network t Search @ Administiator v
Contraoller
R Switches
0 e 1 ‘ @ Advanced
= Devi v
2 Devices Mac
show([20 v
» Search Subnet
Owner " Restriction From Detected
Qwnoe Tyfee  MACS IPV4 @ VLAN Switch:Port + IPV4 @ VLAN #
Status
i 22 Ho58_vhost :00:58 - 192.168.9.158 : 02
2. Networking < Vian 22 Ho58_vhost . 192.168.9.158 : 02 @ 158
Name 22 HO58_vhost - 192.168.9.158 - 02 @ 158
W Service
Type 22 Ho58_vhost . 192.168.9.158 - 02 @ 158
= Wireless ’ Whitelist
22 HO58_vhost - 192.168.9.158 : 02 @ 158
a security < Blacklist
22 H100_vhost 2 192.168.9.200 - 02
New Devices
@ Palloy @ H10U_VNoSt_0UZ 22 H100_vhost - 192.168.9.200 : 02
% system < J (@ H100_vhost 056 22 H100_vhost g 192.168.9.200 : 02
% Monitoring 2 @® H100_vhost_007 22 H100_vhost - 192.168.9.200 : 02

® H100_vhost 098

® H100_vhost_006

H100_vhost = 192.168.9.200 : 02

H100_vhost = 192.168.9.200 : 02

ik ety

| R

ERdia) o

show |20 v

FEHEE Y > R 10, 20, 50, 100 {

BReH

& B AT
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Device Name

Sy ARG T LB S (R (TR A TEIE Mac firdh)
® arm ® BTE

Owner * R A 4T
Type 2% S Y ER (40:PC ~ IP Camera ~ Server)
MAC S Mac Rk

sl BS54 1P (B VLAN

v ot L B — 5 Port 45

Detected

IPV4 @ VLAN

ZERN R LR Y 1P ALk VLAN
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5.4. 8¢ EF L&
Eli75E Device > Import > FL 0] DAREAFFE R FEEH

| Network i Import Devices @ Administrator v
Of Controller

R Switches <
& Example 2 (whitelist/blacklist/dhcp)

be added to the default
& Networking
d its g
¥ Service
F Wirele
a Securi ty ¥ Allow overwrite setting when mac duplicated: No @ Yes (* required )
U Policy Group Device Name MAC* Restricted IPv4 Restricted Whitelist Blacklist DHCP VLAN DHCP Static IPv4
VLAN
& Syst

it gty | BRI

axfi_E AR

1. 2 HEAVEFHERIWVARTS CSV IEZEMET > n[H551EHY Examplel R Example
2(whilelist/blacklist/dhcp) & {E 2+ = {E

A VAL SR HHY Mac itk

WIS ZIEARF4H % (Group Name) - RIEE M & i i B T e A5 (New Device) |-
WA ZIE A S i 41 (Device Name) » RIFL (& DL IP B Mac fir il fian 44

Allow overwrite setting when mac duplicated: #5224 Mac firdit—160F » 0FFEE

Mt
534

wvkwnN

il

feotp SR
Device Name %ﬁ{%%ﬁ;
MAct S HE MAC {ira (IR B )
Restricted IPv4 Bﬁﬁ%”ﬂit%ﬁ{%@ﬁ%ﬁ’\j IPva
ia BRI AR VLAN
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Whitelist B4
Blacklist ML EE
DHCP VLAN DHCP & IP Firfli FHAY VLAN
DHCP Static IPv4 DHCP N{ifi FH [&E EHY IPv4

£, Upload

HhE [ [EIER] CSViE
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6. Network

6.1.Subnet (Gateway)

¥L75E Networking > Subnet (Gateway) * 7€ VLAN HY IP subnet ~ Gateway IP Ei Gateway
Port

| Network t Subnet @ Administrator v
01 Controller

W Switches < m

I= Devices

VLAN Name Subnet Gateway IP Gateway Attached Port

& Networking i 600 M gateway 100.0.10.0/24 100.0.10.1 192.168.9.101 Port: 8 (2] =]

» Subnet (Gateway)

@ service

it gty it

VLAN BEN VLAN ID
Name BN
Subnet HE7Tx Subnet
Gateway IP FE7N7% Subnet HY Gateway IP

Gateway Attached Port | B 1~ Gateway IP /1Y Gateway Attached Port

m Hrid Subnet EXE

7] fE53 Subnet #E (RIHTHE/ {504 Gateway attached port FE)

B i Subnet (3% 5E

%k ADD FTFd H E#E{T Gateway 5% E

| Network i Subnet © Administrator v
01 Contraoller
Subnet - Add

M Switches Subnet Name* m

e gateway

£2 Devices <

VLAN Name ort
VLAN*
& Networking v

600
» Subnet (Gateway)
Subnet*

100.0.10.0/24

W Service Gateway IP Address*
100.0.10.1

F Wireless

* s required

U Policy
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. a2l

B

Subnet Name*

S TE Subnet 1Y 4TH

gateway
VLAMN*
600 ¥ 7E Subnet [ VLAN ID
Subnet*
100.0 10.0/24 7€ VLAN HY IP subnet

Gateway IP Address*

€ Gateway IP {i7Hf

100.0.10.1
Cancel HUH

B Gateway 2% 7E » BLEE(E 4 Gateway IP {irhik:

||:| Network i Subnet

Controller
N Switches
I= Devices
VLAM Name
&h Networking ¥ 600 M gateway

» Subnet (Gateway)

W Service

F Wireless

& Security

U Policy

& System

¥ Monitoring <

@ Administrator v

Gateway - Setup

Subnet* m
100.0.10.0/24
VLAN* Port

600 n n

Gateway IP Address*

100.0.10.1

Attached Port
192.168.9.101 Port: 8 a

*is required

ik ety

ot G

Gateway IP Address®

100.0.10.1

2 E Gateway IP {7k

Attached Port

=S VLAN [ Gateway Port
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E 147 Gateway Port
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6.2.Interface

HE5E Networking > interface @ #{7& Controller KB AR FHYEEIE » 0] Hrisiibe s &

HEIESS

I T NEtWIJFk t Interface © Administrator v
01 Controller
M Switches R
Managed List + Add Virtual Interface
IZ Devices ¢
State Name VLAN MAC 1P Address/CIDR Gateway Comments Dperatlﬂn
. Networking v ) emt 10:08:36:ab:7c:e5 192.168.100.250/24 192.168.100.1
n @ em2 10:98:36-ab-7c-66 192.168.9.250/24
O eth2 00:20:4c:66:00:a8 122.146.122.135/26 122.146.122.129
0 ethé 00:60-62:b1:10:67
W Service
0 eth? 00:60-62:b1:1e:da
F Wireless
a security M : Management Interface | Status: (@ Up (@ Down @ Show Unmanaged List
U Policy
% System

T Monitoring

it gty

e e

=+ Add Virtual Interface

HTH — SRR RS

State RS -RAVIRRE
Name S N R
VLAN 4R VLAN ID
MAC S RHY MAC

IP Address/CIDR

dpsREy 1P

Gateway ApE 1Y Gateway
Comments A ST
Operation A DUEETT BT MIER

ECRAREE R EL 1P fiILiEF] Gateway 5%

TR —SREEBEEES T - HOAMER E A diRs

& Show Unmanaged List

SRR HA AU O RE ARG A0 docker E AR YAEIES R EK o
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BLEES AT AR ARG R o TR R RS R

|u NEtWI:Ir‘k t Interface @ Administator v

Controller ,
Add Virtual Interface

M Switches < . Parent interface*
Managed List + Add Virtual Interface

Interface
I= Devices <

State Namq Comments Operation
n VLAN Tag*
Networking v
°© o o i Qo
» Subnet (Gateway) n ) em2 u
o L) Elhz 192.168.0.1/24 [~ |&]
» Routing
W Service ® =ne Gateway u
O etn7 192.168.0.254 ano
F Wireless <
Set as default gateway
a seourity M : Management Interfs Comments @ Hide Unmanaged List
U Palicy < Virtual interface of monitor center
“
& system Name Gateway
oc!
< Monitoring <
Io 127007178

BT BREERE

Parent interface*®

pee - dn et g e VAN Y T

Interface v
VLAN Tag*

VLAN .| BEEREEBEEESRHY VLAN ID
IP Address f CIDR*

192.168.0.1/24 o R B R 1P Ak

Gateway

192 168.0.254 2% E RS R1Y Gateway IP {irdik

Set as default gateway. 158 E R B EE By Default Gateway

Comments

Virtual interface of monitor bR et A e e ST E RG]

Cancel HUHZEE
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(EBt el e gl N

=

A JE

| NEtWI:Ir‘k t Interface © Administrator v
01 Contraller _
Medify Interface
M Switches 3 . Interface*
eml
I= Devices <
State Nami |P Address / CIDR* Comments Operation
&h Networking v (] emi 192.168.100.250/24 u
» Subnet (Gateway) n ) em2 Gateway u
» Interface
» Routing
[0 Setas default gateway
) eths ao
W Service Comments
L) eth? 4
= wi Virtual interface of monitor center . u
Wireless <
“
a security W : Management Interfs @ Show Unmanaged List
(] ...
U Policy <
% System <
% Monitoring <

B

B

1892.168.100.250/24

Interface* -
A Nt

eml

IP Address / CIDR*

B BEAEEE HY 1P fizhE

Gateway

192.168.1001

ERUEEAERE R Gateway IP fir ik

Set as default gateway.

5 TE 3 [ RS Y Gateway f Default Gateway

Comments

Virtual interface of monitor

e RS R HYRR B

A _\.}'L
wiaX

HERESEE

Cancel

HUME
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7. Service

7.1.DHCP Server
WL Service > DHCP Server » ¥ DHCP ARTSIHAE
I 'l'Netwurk i DHCP @ Administrator v
01 Controller
M Switches m
iE Devices <
VLAN Name Subnet i::rg;:fp Server Range Gateway IP
& Networking
600 B DHCP - 192 168.133.0/24 192.168.133.0/24 192.168.133.2 192.168.133.127 - 192.168.133.1
@ Service hd 192.168.133.253

Bk Brak=R A
m Hrig—{[& DHCP Service
VLAN DHCP HYJ VLAN ID
Name DHCP {478
Subnet DHCP 7 #%HY subnet

IPv4 (DHCP Server DHCP Server 1y IP

Address)
Range DHCP 7 #%MY IP Range
Gateway IP DHCP fit % Gateway IP

DHCP -192.168.133.0/24 | WJAE - (EXAIER DHCP Service HURFAlllEeE
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HrbY DHCP 3% E > Bhi5E ADD E{TEE » BE 77 77 Basic B Advanced - Basic 37
DHCP HYFELAEZ E » Advance 3B DNS Hi Lease Time

| Network i DHCP © Administrator v
01 Controller
Add DHCP
R Switches ﬂ m
iE Devices
VLAN N DHCE Relay, Gateway IP
& Networking Py
® Service = DHCP - 192.168.133.0%%
» DHCP Server VLAN* - Subnet VLAN
600
F Wireless Subnet*

192.168.133.0/24

& Securil ty
DHCP Server IPv4*
U Policy 192.168.133.2
# System DHCP Range
Begin* End*
% Monitoring
192.168.133.127 192.168.133.253

External Gateway IP*

192.168.133.1

* is Required

it ety it

DHCP Relay 25 7€ DHCP Relay

MName*

DHCP - 192.168.133.0%% X IE DHCP Server ()41

VLAN* - Subnet VLAN

500 .| 8%E DHCP Server [{J VLAN ID

Subnet*

277 3
199.168.132.0/24 Tt DHCP Server 5 Subnet

DHCP Server IPva*

192.168.133.2 %7€ DHCP Server Y IP

Begin®*

192 168.133.127 5% XE DHCP Server £y IP > {i Begin FHIAZET IP

End*

2% BTN 1P = -
192 168.133.253 =5t E DHCP Server 55 AY IP » End {25 HY IP
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External Gateway IP*

192 168.133.1 2% 7€ DHCP IP /Y Gateway IP {i73iF

Cancsl HUR =

WEEE Add > HrPU—([& DHCP Server

| Network tDHCP @ Administrator v
01 Controller _ _
Add DHCP

M Switches <
Basic Advanced + Add

I= Devices <
DNS
VLAN Name Gateway IP
& Networking < | 168.95.1.1

W Service v Lease Time (second)
3600
» DHCP Server
Minimum leasetime is 5 min. (300 second)

» Bandwidth Control
Max Lease Time (second)

= Wireless <

86400
& Securit < Max Leasetime is limited to 1 Month
v (2502000 second)
U Policy <
<
o [0 ][]
< Monitoring <

BT BREERE

DNS

168.95.1 1 2572 DHCP Server #:7EHY DNS

Lease Time (second)

3600 % E DHCP Ay i/ NaF T H T

Minimum leasstime is 5 min. (300 second)

Max Lease Time (second)

56400 X7E DHCP e A I
Max Leasetime iz limited to 1 Month
(2602000 second)

Cancel UM E
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7.2.Bandwidth Control

HEE Service > Bandwidth Control » #r3g 48EL i &= 25|

. *
IU Network f Bandwidth Control @ Administiator v
Controller
M Switches
Intranet Speed Reserved 1 Capacity Left
Loz =  100Gbps 5.00 Mbps 995 00 Mbps 5.00 Mbps is reserved to the controller by default
& Networking <
WAN Speed Reserved Capacity left
W Service v
_ &  100.00 Meps 0.00 Kbps 100.00 Mbps
& 10000 Meps 0.00 Kbps 100.00 Mbps a
[ oo
F Wireless < .
Bandwidth Control m
& Securit
sounty # Source Destination Bandwidth Reservation Maximum Bandwidth Bidirectional
U Policy
& System . Host Rate-Limit
% Monitoring < # P (Ingress + Egress) Max Excluded IPs

e gl

it A

Intranet Speed

AR AR

Reserved

PREFIATL

Capacity Left

H T

Intranet Speed

PR (SR S

Reserved

FEREHE

Capacity Left

FERERAR

WAN Speed SR A (B PR 4RSI E
Reserved TEVREIEE

Capacity Left

NERIERAH R

o

SE AR AR PR T EIR
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ald S R R LR

Bandwidth Control

# Source Destination Bandwidth Reservation Maximum Bandwidth Bidirectional
® 1 Intemnet 10.10.20.142 10.00 Mbps No n n
® 2 1010.20.142 Intemet 6.00 Mbps 6.00 Mbps No n n
[ ) 3 Internet 101020129 10.00 Mbps 10.00 Mbps No n n
b PN =g L
+ Add b — IR PRI
Source G 1P
Destination SEORIX
- = l=34
Bandwidth Reservation EE R
Maximum Bandwidth A E
Bidirectional = AR E
PEIL
(2] EBEE T
ey ==
(| MR S

Host Rate-Limit

# 1P (Ingress + Egress) Max  Excluded IPs
e 1 100.0.10.0/24 4.00 Mbps nu
P [EEIHY IP Address
(Ingress + Egress) Max E'%j(fﬁi
Excluded IPs WLIESEAY IP Address

/] BT

| HBRAE RS
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RS Add EEERSIHTERCE > sEIRFaE: ERMAIRVESE - AR/ » HEEER
THRERIAHELAT AN

I Network : Bandwidth Co=*-! © Administrator v
01 Controller )
Bandwidth Control Rule
M Switches < Apply Rule to*
Intranet Spee(
— Intranst
i= Devices =  1.00Gbps Hefaull.

Provides QoS for traffic between two IP addresses included in SUBNET
& Networking

WAN Speed Source IPv4 Address or Prefix*
W Service ~
_ 100.00 Mbps

B
& 100,00 Mbps Destination IPv4 Address or Prefix®
» Bandwidth Control
= Wireless < .
Bandwidth Control Slicing Rate-Limit Bidirectional m
& Ssecurity . -
# Source Bandwidth is limited at a given rate iwidth Bidirectional
U Policy Limitation*
& System < Host Rate-Limit
0.00 Kbps
€ Monitoring < # P
* is required.

it gl it A

Apply Rule to* N -
Ry HEIESE T AY44EE: Internet ~ Internet Download ~

Intranet Internet Upload #1 Host Rate limite

Source IPvd Address or Prefix*

R E S T A A 1P

Destination IPv4 Address or Prefix*

s E SR B H U 1P

Slicing SEE bR e R BARGIHE
Rate-Limit S E PRI E

Bidirectional SEACE 1P B H Y P (ST e e

Reservation gﬁflﬂ% %ﬁ%

Limitation*
REARREHRE  BALR Kbps

Exclude IPs HEHERREY IP Address
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Submit TR
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8. Security
8.1.5MEAE

HE5E Security > Access Mode » £ EFREIEE A4 EE ~ 802.1x / RADIUS ~ 4B DL R fE ANE
paic|

| TNEtWUFk i Access Mode > Blacklist @ Administrator v
01 Controller

M Switches

Configuration
IZ Devices

Access Mode Priority Enabled It Per Port also Enabled
Networking

Blacklist 1 Disabled Devices in blacklist will be BLOCKED forcely.

¥ Servic e
802.1x/ RADIUS 2 Disabled Devices which pass 802.1X/RADIUS authentication can ACCESS the internet

= wirel

Whitelist 3 Disabled Devices in whitelist can ACGESS the intemet
@ Scourity X Host approval 4 Disabled Devices which were approved can ACGESS the internet

it ety | BRI

Zea el E

Blacklist: 7F 24 BEHR AR (i ier o il FE40 L 4R

802.1x / RADIUS: 7’ 802.1x / RADIUS S5 Eisa iy a5t o] LLIEH R4S
Whitelist: 1F H 4 B HLAY R O] B 4 s

Host approval: #% 70574 A MR A4 ] LLsH 48RS

FERH

Access Mode

: AR

Priority

HE
Enable

Configuration

. s

If Per Port also Enabled

D AR B R &% Port Y
(=R

HAELIFE

Blacklist %%5 U%%
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8.2. H R EFIF
TE AL BEOBERRECR - VA A 44 BSR4 o I RS

Network ¢ Access Mode > Whitelist @ Administrator v

|D Controller

iZ Devices <
( [

& Networking

MAC Device Name Restricted VLAN
¥ Service
= Wireless

A Security v

» Access Mode

U Policy
& System

< Monitoring

it gty | EEEREA

RERH

| +ai e IPNEA

MAC ZEHEHY Mac firhk

Device Name gﬁ{ﬁﬁ’ﬂ%ﬁ;

Restricted VLAN T2 [EEIAY VLAN

RS Add > BT LA (H Device HIFIRFE —s A B - g [E2D AR
HAEYFRT)

| Network i Access Mode ***
01 Controller -
Add Whitelist

R Switeh <
it Select Host ~
Mac

= Devices m
& Networking <
MAC Device N

@® Administrator v

W Service

F Wireless

& Security Ve

» Access Mode

U Policy
& System

< Monitoring
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BT | BEgRER

ERHE

NHEBEERBHEEINA B A BRI MK
1) > a0

|D Netwurk 2 Annnnn MadA aam_a s = u @ Adinistiator
Controller
Choose Host
R Switches < foboiad
etect
% Device Name Owner MAC
B Dovices > Al % IPV4 @ VLAN
- 10.0.95.
» New Devices © (@ HOO1_vhost 095  HOO1_vhost 00:00:5£:00:00:01 10-0-95-1@ + Add
& Networking < 101
% 1SS
W Service < © (@ HOO1_vhost 001  HOO1_vhost e
» HO003_vhost
F Wireless < - N 10.0.9.1 @
) 00:00:09:00:00:01
» HOOS_vhost © (@ HO01_vhost 009  HOO1_vhost T
& Security
B ot © (@ HO01_vhost_038  HOO1_vhost 00:00:26:00:00:01 1181'0'3“'1 e
» Access Mode
» HO007_vhost
y - 10.0.28.
DHCP Snooping © (@ HOO01_vhost 028  HOO1_vhost 00:00:1c:00:00:01 L0:0-28-1@
» HO06_vhost 101
U Policy < SeI—
» H004_vhost © (@ HOO01_vhost 088  HOO1_vhost 00:00:58:00:00:01 ;81""“5‘1
& System <
» HO002_vhost 10.0.39.1 @
L > © (@ HOO1_vhost 039  HOO1_vhost 00:00:27:00:00:01 1‘01' U
% Monitoring » HO009_vhost
- .0.43.
» HO10_vhost © (@ HOO1_vhost_043  HO01_vhost 11310 48
» HO11_vhost - 10.0.79.1
© (@ HOO1_vhost 079  HOO1_vhost 00:00:4£:00:00:01 1010 310
» HO12_vhost
@ (@ HOO1 vhost 029 HOO1 vhost 00:00:59:00:00:01 10°0-89-1 @ u

Mac i AEHIHY Mac izt ii A 5348

Submit

BhSEMEE A B4 E
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8.3. RAETIF

FERR LB DNREBH BT > S AR A BRI S i 4E B4R

| T Network ¢ Access Mode » Blacklist © Administrator v
Of Controller

R Switches <
iZ Devices m
MAC Device Name Restricted VLAN

F Wireless

& Security e

» Access Mode

U Policy
& System

< Monitoring

B | B

ECEHIE

B2 BRI A B

MAC FHEHY Mac firtk

Device Name gﬁ{%ﬁ'ﬂ%ﬁ;

Restricted VLAN e E T~ EHIHY VLAN

B Add > WAL SR (] Device HIHIRFE —aIIABAE - g [E20 HEAELL
BT

| Network t Access Mode, m--t--= © Administrator v
Ol Controller )
Add Blacklist
R Switches ¢ |
I= Devices < s

& Networking < m
m
MAC Device N

W Service
= Wireless

& security v

» Access Mode

U Policy
& System

< Monitoring
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BT | BRI

ERHE

Select Host ~

BB BRI AR AR (MR TACER MK
1) > a0

|D Netwurk 2 Annnnn MadA aam_a s = u @ Adinistiator
Controller
Choose Host
R Switches < foboiad
etect
- Device Name Owner MAC
T : Al % IPV4 @ VLAN
» New Devices © (@ HOO01_vhost 095  HOO1_vhost 00:00:5£:00:00:010 10-0-95-1@ +Add

& Networking < 101

5 1SS
¥ Service < © (@ HO001_vhost_001 H001_vhost % :00:00: S

101
» HO003_vhost

F Wireless < - N 10.0.9.1 @
) 00:00:09:00:00:01
Nioos e, © (@ HOO1_vhost 009  HOO1_vhost o
a security
B ot © (@ HO01_vhost_038  HOO1_vhost 00:00:26:00:00:01 1181'0'3“'1 e
» Access Mode
» HO007_vhost
N B 10.0.28.
DHCP Snooping © (@ HOO01_vhost 028  HOO1_vhost 00:00:1c:00:00:01 L0:0-28-1@
» HOO06_vhost 101
U Policy < s
» H004_vhost © (@ HOO01_vhost 088  HOO1_vhost 00:00:58:00:00:01 ;81""“5‘1
& System <
» HO002_vhost 10.0.39.1 @
© (@ HOO1_vhost 039  HOO1_vhost 00:00:27:00:00:01 1‘01' R
P— e .
¥ Mociitoring » H009_vhost
. .0.43.
» HO10_vhost © (@ HOO1_vhost 043  HOO1_vhost 11310 48
» HO11_vhost - 10.0.79.1
© (@ HOO1_vhost 079  HOO1_vhost 00:00:4£:00:00:01 ;010 310
» HO12_vhost
10.0.89.1 @ -

@ (@ HOO1 vhost 0RQ  HOO1 vhost 00:00:59:00:00:01

Mac i AEHIHY Mac izt ABBA4 B

Submit RSEREE LA R4 B
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8.4. L NEH

& Host Approval B - FTAEHHRFE{E Hosts Awaiting Approval TEf7 FLaT F&R » &k
et E&R T A G IR My Group R New Device

| Netwaork t Access Mode @ Administrator v
01 Controller

R Switches

Configuration
I= Devices

Access Mode Priority Enabled If Per Port also Enabled

& Networking

Blacklist 1 Disabled Devices in blacklist will be BLOCKED forcely.
¥ Service

802.1x / RADIUS 2 Disabled Devices which pass 802.1x/RADIUS authentication can ACCESS the internet

= Wireless }

Whitelist 3 Disabled Devices in whitelist can ACCESS the interet
& Security Y Host approval 4 Devices which were approved can ACCESS the internet

» Access Mode

U Policy

& System

< Monitoring

it 2ty | R

B HH

HE2EE |oT Network Controller » B DL ZI| Hosts Awaiting Approval FY% &=

| Netwaork t Dashboard @ Administrator v
01 Controller
M Switches
CPU 48 % RAM 1 8 %, 11.07 GB / 64.26 GB Storage 72 %, 87.75 GB / 129.31 GB
IZ Devices

& Networking

\ / N a3
W Service \ / Link up Ports / \ Online Devices
‘ ‘ \ =)
c— Lll) 343 .. =/ 9800 .0
@ Security Switches status
U Polic "
L 1 05 1 05 Blocked Devices Hosts awaiting approval
[ |
& System Online Tota O 3
% Monitoring
[A Host Alert in Top 5 O Latest Important Events
Alert Host Name Time Severity Message
2019-01-08 14:50:40 Notice security access mode: host approval changed to enabled
2019-01-08 14:50:28 Notice security access mode: host approval changed to disabled
22.146.122.135:3000/#1/s e

| HEia %/ DE#iEE > Hosts Awaiting Approval
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ERH

BEIE Device > Management > Awaiting Approval » ] DU B A SIS 1057 F4RayEL 75

| T Network t Devices Management @ Administrator v
O1 Controller
R Switches
\ All devices(approved) @ Online ® Blocked @ Offline ] ‘ Hosts awaiting approval
\ ':‘/ 15000 9800 O 5200 3

My Group New Devices i
& Networking Awaiting Approval

= Wireless < - From Detected

Device Name < MAC = Switch:Port & IPV4 @ VLAN & Group 3 Join Time ¢ Operation
A secuity ® 00:1d:aabc8d:es 00:1d:aa:bc:8d:es £ New Devices 2019-01-05 08:13:43 (]
U Policy ® 10:98:36:ab:7c:e5 £ New Devices 2019-01-05 08:13:43 n
& System < ] (@ 54:08:12:01:3c:6b = New Devices 2019-01-05 10:43:17 u

% Monitoring

,' HeiH %/ DEfml> Hosts Awaiting Approval

m TEBLELRE + BT 10, 20, 50, 100 {EREA

TS mxaa i J (EE (TEER 4 TR Mac firhh)
® arw ® BT

Device Name <

MAC * Zax (Y Mac izt

st , 7 A — A HAST Port L4

Switch:Port <

ool SR DRI 1P kLB VLAN

IPV4 @ VLAN <

Group * Z e EFAH A4 TE

Join Time EEEaaCsk AT SR
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EFRE

B2 womesoorsnmme A

** 0 ETE AR R HERAE My Group 2 New Device
E'j**

Operation

£ My Group B New Device §1 » H] DIGEZ{#5[H] £l Hosts Awaiting Approval

B N
| Network
u Controller 52 Al 53 HOO1_vhost -
M Switches <
Bulk Action ~ 22 AddGroup [l & Add User
IE Devices v
Search Group Name Total devices (® Online ® Blocked @ Offline

» loT 12 Bulk Action ~ + Add Device how 20 ~

» Import

oA = S ~ a Restriction From Detected =, i
& Networking < = R i IPVA@VLANS  Switch:Port + IPV4 @ VLAN ¢ v e

D @ HO01_vhost 095 00:00:5£:00:00:01 - 192.168.9.101:02  10.0.95.1@ 101 o o @28
W Service <

@ @ Hoo1_vhost 001 00:00:01:00:00:01 - 192.168.9.101 : 02 10.0.1.1 @ 101 B @ nn
= Wireless <

[ @ HOO1_vhost 009 00:00:09:00:00:01 - 192.168.9.101 - 02 10.0.9.1 @ 101 @ @ un
& Security <

O @ Hoo1_vhost 038 00:00:26:00:00:01 - 192.168.9.101 : 02 10.0.38.1 @ 101 @ @ nn
U Policy < = =

[ @ HO01_vhost 028 00:00:1¢:00:00:01 - 192.168.9.101 ; 02 10.0.28.1 @ 101 B & un

< =

o RIEEAT @ @ Ho01_vhost 088 00:00:58:00:00:01 - 192.168.9.101 : 02 10.0.28.1 @ 101 2 @ a0
& Monitoring < © @ HOO1_vhost 039 00:00:27:00:00:01 - 192.1689.101:02  10.0.39.1 @ 101 o o @ag

[ @ Ho01_vhost 043 00:00:2b:00:00:01 - 192.168.9.101 : 02 10.0.43.1 @ 101 @ @ nn

[ @ HO01_vhost 079 00:00:4£:00:00:01 - 192.168.9.101 : 02 10.0.79.1 @ 101 B 8 nn -

Ly /2 S 20 2T fy s ee
x| BLB1% SR S (A B 2] Awaiting Approval jRRE
EEE S (AR AE ISR
W —‘j‘lﬂX {}t = 7IN
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8.5.DHCP Snooping

DHCP Snooping FRRIE » T4 &/ 1LHY DHCP Server K& HEffIA Trusted FIZR - 411
FRELH A% {75 & {F DHCP Server » 3EHRG%E Add REHEAIA > A AILRF & #EFH

Network : DHCP : <
|D Controller GP Sneoping Administrator v
W Switches <
iZ Devices
Notwork DHCP Snooping :
etworking
' [ +2
W Service
VLAN N: DHCP Server IP address Subnet
< Wireless <
U Policy
& Syst
< Monitoring
BR&ATE S
BCEEHE

DHCP Server

I KIHY DHCP Server fiLA » ESEH A4S (E
**IREE: [E]— Subnet JEE {55 F—{& DHCP Server Ff4**

DHCP Snooping :

ELEX5HEL DHCP Snooping

VLAN

DHCP Server Ff{i Fffy VLAN

Name

DHCP Server [1J£4F%

DHCP Server IP address

DHCP Server {Y IP firfi:

Subnet

DHCP Server FT{sE FH 1Y) F-4g5

HIA R {Z{T: DHCP Server - %1 [N [El
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DHCP Server
Subnet Name*

My DHCP Server

VLAN* - Subnet VLAN

VLAN v

Subnet*

192.168.1.0/24

DHCP Server IP Address*

192.168.1.1

" is Required

Z LRSS 1THY DHCP Server 53R (18R 24 17 HY DHCP
Server & HEIA)

Trusied
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9. Policy
9.1. BRIEE

DL SMTP ﬁﬁﬂiéféz_ email 7
| 'l'Netwurk
01 Controller

Email Send to

IE Devices

& Networking

EAVEHE - LA H AT AR — B

# Setup Email

W Service Send Notification for Events

= Wireless

Controller
Se
= i) Controller Online info
. @ Controller Offline alert
U Policy v
» Notification
Switch
& system

< Monitoring

Wifi

Wifi AP Found notice
Wifi AP Online notice

W Wifi AP Offline waming

Link

Link Connected info

Link Disconnected info

Host Not yet supported

Host Online 'info Not

Host Offline info Not

Host is Blocked notice Not yet supported

B

| R

Email FBAIEAECE HH

email > 55 space(2Z [ §##) ~ commas(iZ

T E P

$LE2 Setup Email 5¢7E Email (558 > QIR ZEE Z4H

Z55%) ~ enter(fi A

space(Z= 4 )

111 @estient.com 222 @estinet.com

commas(i&Z5)

111 @estient.com,222@estinet.com

enter(fi A§)

111 @estient.com
222@estinet.com

Setup SMTP »

HLESTHA S System > Setting 1 > LE

SMTP > 41 [ [



mailto:111@estient.com
mailto:222@estinet.com
mailto:111@estient.com
mailto:222@estinet.com
mailto:111@estient.com
mailto:222@estinet.com
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Network i System Settings
|D Controller . g

Mail Sender ~ controller@estinet.com
® Service SMTP Host aspmx.l.google.com
= Wireless SMTP Port 25

UseTLS No
a ity
Authentication
U Policy

Controller A L /AJ#E Controller Online FYE&:] ~ Controller Offline {4
& EERAR - R R AR Email
Link T DL/AJ#5E Link Connected ~ Link Disconnected FV &N @ &
n - vaz .
AR - F3E A R HERY Email
ok ] DL /A) 35 Switch Found ~ Switch Online {38241 ~ Switch
Offline V& » EEFHER » G4X 2 (HEHEY Email
e ] DL/ Port Linkup ~ Port Linkdown HYE&:EH - Port Traffic
Exceed VS » EH(FEANT - 3£ R EHFER Email
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9.2. R RER

T4 System > firmware £y firmware Deployment #7497 23

|U Network i Schedule © Adminitator v
Controller
R Switches .
Overview
= S
Device # Execution Date Task Status Updated

& Networking < 1 2019-01-12 12:00 Switch Firmware Deployment @ Pending 2019-01-10 11:46:01 u u

@ Scrvice < 13 2019-01-1011:46 Switch Firmware Deployment & Success 2019-01-10 11:54:21 n u

% 1 2019-01-10 11:40 Switch Firmware Deployment @ Cancelled 2019-01-10 11:46:01 n n
10 201901-1010:53 Switch Firmware Deployment & Success 2019-01-10 11:46:01

& Security < nn
9 2019-01-09 11:28 Switch Firmware Deployment Failure 2019-01-10 11:46:01 n

U Policy v
8 2019-01-08 14:20 Switch Firmware Deployment & Success 2019-01-10 11:46:01 n n
7 -01- 5 witch Firmwar & -01-

7 2019-01-07 09:56 Switch Firmware Deployment & Success 2019-01-10 11:46:01 n u

@ system ’ 6 2019-01-04 19:18 Switch Firmware Deployment & Success 2019-01-10 11:46:01 u n
5 2019-01-04 18:57 Switch Firmware Deployment & Success 2019-01-10 11:46:01

< Monitoring ployment oo
4 2019-01-04 18:43 Switch Firmware Deployment & Success 2019-01-10 11:46:01 n n
3 2019-01-04 18:32 Switch Firmware Deployment & Success 2019-01-10 11:46:01 n n
2 2019-01-04 18:11 Switch Firmware Deployment & Success 2019-01-10 11:46:01 n n

it ety | R

eI g N

Execution Date %*%fﬁ%ﬂﬂ@ﬁgfiﬁ??ﬂ#ﬁﬂﬁ

Task AR AR BB TS

RN AR YR TIRRR
Status © Pending . i/7rh ™ Success ; g1
@ Cancelled . B Failure ; Z:Hg

Updated HFRE AR B A b DI H B iR ]

B BHEEE AR AV > AT E
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©® Administrator v

Network i Schedule
||:| Controller

Miawiiches € Back to schedules overview
= D i
eviees Schedule info #13
& Networking % Type Switch Firmware Deployment Option Deploy firmware even if some switches are offline
W Service Status Success Execution date 2019-01-10 11:46:00
Created 2019-01-10 11:45:11 Updated 2019-01-10 11:54:21
= Wireless
@ Security
Task
U Policy v 192.168.9.181 (192.168.9.181)
Status Success Time 2019-01-10 11:54:09
» Schedule From firmware 1.2.2.20.1067 To firmware 1.2.2.20.1066
& system S 192.168.9.205 (192.168.9.205)
% Monitoring Status Success Time 2019-01-10 11:53:55
From firmware 1.2.2.20.1067 To firmware 1.2.2.20.1066

192.168.9.151 (192.168.9.151)
Status Success Time 2019-01-10 11:54:11

From firmware 1.2.2.20.1067 To firmware 1.2.2.20.1066

Type

Schedule FE R

Option

Schedule £5HH

Status

Schedule fR#E

Execution date

Schedule #h{THFMR]

Created

Schedule #ri¥ A yHEE]

Updated

Schedule &¢ 1% 5 #FHEE]

Time

Task 7 THFE]

From firmware

JRSEHYEE RRCAS

To firmware

PG NESHITEN

AL PR 2 HFE A
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10.System

10.1. Controller

WL System > Controller » TESY Controller iy Configuration ~ S {TAR IR BE FITEES A F 0
EEEINS

I T Network i Controller » Configuration @ Administiator v
01 Contraller

M Switches £

I= Devices i

Connection Status (@ Gonnected
i Networking
P 127.0.0.1

Service

v Version 1.54
F Wireless

& Security

U Policy

% Syslem ~

» Controlier

%* Monitoring

it gty it

Connection Status Controller HFj& & IEF H#4E

P Controller HEIjHY IP

Version Controller HEijRRZA

Service Status 1] LASZ FRERUR AT AR A BN IR e L B s ]

N 5
IU Network £ Controller > Service status @ Administrator
Controller

M Switches < Service Sialus
EE Devices <

Name State Status
& Networking ¢ db running Up 8 days
W Service < dhcp-server running Up 8 days
= Wireless influxdb running Up 8 days

ntp-server running Up 8 days
& Security

radius-server running Up 8 days
o sdn-web running Up 8 days
& System ~ titp-server running Up 8 days

» Controller vpn-client running Up 8 days
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e i BRaERE
Name s eyt

State AR E A ERVRRR
Status HRs LR THRF ]

1F Hardware & & REHIIREE

| Network i Controller > Hardware Information © Administrator v
01 Controller

M Switches < Configuration Service Status

IE Devices <

Machine:  Type: Server System: Dell product: PowerEdge R230 v: N/A serial: Chassis:
type: 23 serial:

= RE ‘ Mobo: Dell model: @MFXTY v: A@2 serial: BIOS: Dell v: 1.4.5 date: 08/09/2016
Memory: RAM: total: 62.76 GiB used: 12.97 GiB (20.7%)
W Service < RAM Report: unknown-error: dmidecode was unable to generate data
CPU: Topology: Quad Core model: Intel Xeon E3-124@ v5 bits: 64 type: MT MCP arch: Skylake-S
= Wireless < rev: 3 L2 cache: 8192 KiB
flags: 1m nx pae sse sse? sse3 sse4_1 sse4 2 ssse3 vmx bogomips: 56068
Speed: 3750 MHz min/max: 860/3900 MHz Core speeds (MHz): 1: 3750 2: 3743 3: 3733
O ==Ly ‘ 4: 3723 5: 3771 6: 3727 7: 3738 8: 3734
Network: Message: No Device data found.
U Policy < IF-ID-1: br-nfv state: unknown speed: N/A duplex: N/A mac:

IP v6: scope: link

IF-ID-2: br-vintf state: up speed: 10 Mbps duplex: full mac:
IP v6: scope: link

IF-ID-3: dhcp_ext state: up speed: 1000@ Mbps duplex: full mac:
IF-ID-4: dhcp_int staote: up speed: 10090 Mbps duplex: full mac:
IF-ID-5: docker@ state: down mac:

System

Controlier

» Events
IP v4: scope: global
» Backup IF-ID-6: eml state: up speed: 1008 Mbps duplex: full mac:
IP v4: scope: global
» Firmware IP v6: scope: link
IF-ID-7: eml-vi stote: up speed: 10@@ Mbps duplex: full mac:
» Settings IF-ID-8: em? state: up speed: 1000 Mbps duplex: full mac:
IP v4: scope: global
¥ Monitoring S 1P v6: scope: link

TF-TN-3: em?-vi state! un sneed: 1000 Mbns dunlex: full mac:
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10.2. Events

HhI5E System >Event » MY G & HIEH 52
% Event

AHags ~ s g DL Controller | 4§

@ Administrator v

Q, Advancad

Notice ¥ | Info® = Select filter

2019-01-13 14:07

- 2019-01-14 1407 8 Last1 Day ~ = Show 20 ~

host: HO59_vhost_069 (00:00:45:00:00:69, 10.0.69.59 @ 189) is online from switch: 192.168.9.1569 (192.168.9.159), port: 02

host: HO59_vhost_063 (00:00:45:00:00:59, 10.0.69.59 & 159) is offline from switch: 192 168 9 159 (192.168.9.158), part: 02

host: HO91_vhost_089 (00:00:59:00:00:91, 10.0.89.91 @ 191) is online from switch: 192.168.9.191 (192.168.9.191), port: 02

host: HO91_vhost_089 (00:00:59-:00:00:91, 10.0.89.91 @ 191) is offline from switch: 192.168 9.191 (192.168.9.191), port: 02

host: H049_vhost_057 (00:00:39:00:00:49, 10.0.57.49 @ 1449) is online from switch: 192.168.9.149 (192.168.9.149), port: 02

.
Iu NEtWEIFk f Events
Controller
M Switches <
D~ nput keyword to search
= Devices <
& Networking e Category : = Select filter
W Service <
Severity : - Eror X | Alert X Wamning ¥
F Wireless <
& Security <
1 - 20 of 500007 entries
U Policy <
Timestamp ~ Severity Event message
2019-01-14 14:04:58 info
2019-01-14 14:04:56 info
2019-01-14 14:03:47 info
2019-01-14 14:03:46 info
2019-01-14 14:01:47 info
% Monitoring <
2019-01-14 14:01:46 info

host: H049_vhost_057 (00:00:39:00:00:49, 10.0.57.49 @ 149) is offline from switch: 192.168.9.149 (192.168.9.149), port: 02

B

B&kaRHA

D -

FE S B AT 8%

nput keyword to search ...

[BEfi T-f4=% Events

Q) Advanced

B R/ A PA S 1

Category : Select filter

1% Controller ~ Topology / Link ~
Switch ~ Port ~ Host F[1 Traffic Alert Z£3K 4y
#H Events

Severity :

75 48 fg B MBS (Critical ~ Error »
Alert ~ Warning ~ Notice F1 Info) #4348
Events

2018-01-13 1407 - 2019-01-14 14:07

ERES LR

Events

B4 Last1 Day ~

TR ER ] =+
—R~=KR- E%%ﬂﬁﬁﬁ%ﬂiﬁﬁéﬁ

Events

= Show 20 ~

FFE BT Events AYEE 10 {F
{[EF1 200 [z

20 @ ~ 50
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Timestamp Event 254 RS
Severity & Event A%

Event message &

Event [/ Message
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10.3. Backup

Hii15E System > Backup > SR ALY (13 E

gl

~

J=

Iu Network i Backup @ Administrator v
Controller
M Switches
Restore
X Upload All data and settings will be erased and replaced with the restore file
IE Devices
VLAN Override Overrides all VLAN settings. No Management VLAN merge. Switches may remain offline!
. Networking Network Interface Settings Override Replace local network interface Settings from the restore file!
W Service
= Wireless Backup The backup shall also include:
Firmwares
& Security Evenis Log
Create Backu|
& System Filename Size Backup created on
IoT Controller-154-20190114_095702.igz 24516.01 KB 2019-01-14 17:57.07 n

I I ~

» Backup

% Monitoring

B

it e

X Upload

N A=

Upload 5% EFE (B EFRE2K H Backup )

YVLAN Owverride

Y W d

Upload E &7 2 VLAN 55 7E

Metwork Interface Setfings Override

Upload 757 2% Network Interface 5% 7€

Create Backup

JEE A Backup X ERE

Firmwares

NN
AN

B

B ARARAS

[ Events Log &5 7 [5] Events Log —[E]{# {0
Filename FEZE TR
Size FEZEAR/IN
Backup created on feE ZE A I

loT Gontroller-154-20190114_095702 1gz

g N RGOE 18

4% Backup 5 ERE
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10.4. Firmware
Ef75E System > Firmware » S Es IV 5 Hr B B T RS

i Firmware Upgrade

Iu Network

Contraoller
M Swilches < m
= Devices <

Firmware List (Hide «)

& Networking

1.0.20.0.1086 1.0.20.0.1067

@ Administrator v

*.image file only

W Service RT166P 10100 @ 10200 @ ' &
TR 122201086 1.2.2.20.1067
RT188T 12210 O 12220 O
o o
a Security <
U Policy <
OpenFlow Switch List
& System v
Q Search + Selectmodel il @ Scheduled Deployment
Model Name P Firmware Upgrade to Upgrade Status
® RTi66P 192.168.9.101 192.168.9.101 102001066  [1.0.20.0 v NONE
@ RT166P 192.168.9.102 192.168.9.102 1.0.20.0.1066  [Select a frmware to deploy ¥ NONE
@ RT166P 192.168.9.103 192.168.9.103 102001066  [Select a firmware to deploy ¥ NONE
¥ Monitoring ® RTi66P 192.168.9.104 182.168.9.104 1.0.20.0.1066 NONE
& nTiarp 1248 408 102 48R0 408 4NDNNAARR [ Catnrt = firrmn tn Arnionr ¥ NANE

B

it T

X Upload

BRI R Firmware

10120 @ fHIER_F{#HY Firmware
HEEAE I 2R L R T A
Model R s A5k
Name A e AT

P

STHER P

Firmware

SRS

Upgrade to

PR T RRAS

Upgrade Status

EFEIEE IS

5 T A BT 28R S Y e ) G YIS

@ Scheduled Deployment

& Deploy

7 R T A s fr ) A




EstiNet loT Network Controller User Manual

Upgrade to
BRI SRR
[1.0.20.0 v
Scheduled deployment 77 EH 7 E Policy > Schedule

Select model F5 7 fR R B B A

[----eee

Apply firmware version to selected model

Pick a model from the list below to select all switches of this Kind, and which firmware to apply

|RT188T ¥ |[1.2220.1067 ¥ |

L select only switches which are online

BT BRaER
BEFEET TR

[1.22.20.1067 | BRI GR ST

L select only switches which are online i R FAIIES
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Scheduled Deployment 2% EAC #ig% Firmware 57 #HE R
(o

Select a date to deploy firmware on

~ L
BY Deploy firmware on = 2019-01-14 12 . 00
v v

O Stop firmware deployment if any switch is offline prior deployment execution

BRE BRI
B Deploy firmware on =~ 2019-01-14 BEFE Y H A
L)
12 RS R T AR (F5F)
v
-
00 BEFEE R ETAYIFE (97)
W
B Ston frmware deolovment i P2 AR LRSS 2 & 1T
3 e IR E
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10.5. Settings

HEEE System > Settings » B¢ IE 24U SMTP

Iu Network & System Settings

Controller

|

EE Devices
& Networking
W Service
= Wireless
& Security

U Policy

<
& System v S

(

% Monitoring

Mail Sender controller@estinet.com
SMTP Host  aspmx |.google com
SMTP Port 25
Use TLS No

Authentication No

@ Administrator v

En

B

B&kaRHA

=3

S TE SMTP LR

Mail Sender

R

SMTP Host SMTP Server
SMTP Port SMTP Port
Use TLS A TLS ju%s

Authentication

TR SRR

Username

{5 PR

Send Test Mail

SR E R IRE 2 A

)—'—r

1B
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Setup ERIRLT4 AT LAREE SMTP AR

Edit SMTP Setting

Mail Sender

controller @estinet.com

SMTP Host

aspmx.l.google.com

SMTP Port

25

Secure (TLS)
[ use TLs?

Authentication

Require Authentication?
Username

admin

Password

BRE&AE

&S

Mail Sender
controller @ estinst.com SOEEM R L E
SMTP Host
oo | goodle com AR
SMTP Port
o5 2 E B 2] Ak 2 {5 FHIY Port
Secure (TLS)
O use TLS? A TLS

Authentication

Require Authentication?

B TR S

Username

admin

i RS
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Password

i A\

Cancel HY/)%' g&fﬁ

RL LTl 2P R Rl L]l
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11.Monitoring

11.1. 2R
L EHHE KBS Latency( S 40 IERE)FR Packet Loss(EH 17 22 AR

| Network i Monitoring > System Overview © Administuator v
01 Contraller
R Switches . .
105 Switches in System © Past 10 Min (Live)
IZ Devices
Switch Count Latency

& Networking <

2019-01-14 17:01:10
W Service >20ms: 0

> 80ms: 0

4 t i
= Wireless < ‘ ‘ >150r‘||s.0
A Security 8 ‘ ’ ’
=
2
U Policy 8 2 + 1
& System < 4 i ‘ ‘ ‘
— T |
o
N 16:57 16:58 16:50 17:00 17:01 17:02 17:08 17:04 17:05 17:06
» System Overview
— >20ms — >80ms = >150ms

» Latency
» Uptime

Switch Count Packet Loss Rate

BB | BRI
Latency( &)

Switch Count Latency

2019-01-14 18:37:20

>20ms: 0
>80ms: 0
o - | i | T i ‘ i 1 1 >150ms: 0
3

Count
n

18:37 18:38 18:39 18:40 1841 18:42 18:43 18:44 18:45 18:46

= >20ms = >80ms — >150ms

B AR RT ]
T 20ms s UK 20 2R
TR BRI 80 ER
T =150ms ;. FUROKR 150 =
2019-01-14 17:22:00
>20ms: 0

> 80ms: 0

>150ms: 0

Latency

D BUR= BRI R
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Packet Loss(ETELE L)

Switch Count Packet Loss Rate

Count
N

18:38 18:39 18:40 18:41 18:42 18:43 18:44 18:45 18:46

— Packet Loss Rate > 1 % = Unreachable (100% Packet Loss)

Packet l.oee TUobackelLoss mate s ey HMEDE L ATHER AN 1%
— Unreachable (100% Packet Loss) . 5] 100%52 48 4

BEREHUNIE A2/ DRERE o W10 10 4388 ~ 30 438 ~ 2 /N
6 /NBF ~ 12 /N ~ 1K~ 2 REE
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11.2. Latency

HBL%E Monitoring > Latency > HJ DA EEE B E A s VLR

h] Network % Monitoring » Latency

Controller
M Switches
1= Devices Collection Name
& Networking < Default All Switches
W Service
F Wireless <
& Security

U Policy

% System

» System Overview

» Latency

» Uptime

Target Count Threshold

105 Latency: 20 ms, Packet Loss Rate: 80 %

© Administrator v

<+ Add new collection

Enable Monitoring

Enabled

BRE&AE

| R

BURHH

=+ Add new collection

i —(E R AR

Collection Name

B A s A4 T

Target Count B G =
Threshold BRI

Enable Monitoring

FARUEHPALE
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11.2.1. Dashboard

HEEE Collection Name » #EEEIFHUINEELS

| T Netwaork i Monitoring > Latency > Default All Switches @ Administrator v
Ol Controller

M Switches < Targets
= peviees ‘ Default All Switches ;

& Networking <
The quantity of Targets over Latency threshold:| 20 |ms The quantity of Targets over Packet Loss Rate: %
W Service <
F Wireless <
5 5
& Security <
4 4
U Policy <
b= €
& System < g # g g
v 2 2
» System Overview 1 | | | | 1 1
» Latenc
’ .
» Uptime 18:18 18:20 18:22 18:24 18:26 18:18 18:20 18:22 18:24 18:26
~
| Network
01 Contraller
© 2019-01-15 18:27:20 ( Now, Live )
R Switches <
Type Name Latency « Packet Loss Rate
Devices <
- 1 Switch 192.168.9.109 (Ipv4:192.168.9.109) 8.924ms 0%
& Networking % 2 Switch 192.168.9.101 (Ipv4:192.168.9.101) 8.834ms 0%
© Servics < 3 Switch 192.168.9.108 (Ipv4:192.168.9.108) 8.261 ms 0%
4 Switch 192.168.9.121 (Ipv4:192.168.9.121) 7.765ms 0%
= Wireless <
5 Switch 192.168.9.120 (Ipv4:192.168.9.120) 7.161 ms 0%
& Security <
6 Switch 192.168.9.111 (Ipv4:192.168.9.111) 6.334ms 0%
U Policy 2 7 Switch 192.168.9.132 (Ipv4:192.168.9.132) 6.235 ms 0%
& system < 8 Switch 192.168.9.135 (Ipv4:192.168.9.135) 5.362 ms 0%
9 Switch 192.168.9.119 (Ipv4:192.168.9.119) 4399 ms 0%
@ Monitoring v
10 Switch 192.168.9.126 (Ipv4:192.168.9.126) 2.904 ms 0%

» System Overview

11 Switch 192.168.9.209 (Ipv4:192.168.9.209) 1.605 ms 0%
» Latency

S 12 Switch 192.168.9.122 (Ipv4:192.168.9.122) 0.826 ms 0%
» Uptime
13 Switch 192.168.9.118 (Ipv4:192.168.9.118) 0.77 ms 0%
14 Switch 192.168.9.177 (Ipv4:192.168.9.177) 0.566 ms 0%
15 Switch 192.168.9.129 (Ipv4:192.168.9.129) 0.553 ms 0%

it At E ST
BUREH

Latency H AV B E P T g AU - P
EHAE > AR
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The quantity of Targets over Latency threshold: E ms

10

Count

e 1

0 T .
111 \

0 | |
18:52 18:54 18:56 18:58 19:00
N N — % AL
B Em R P e - i | e
(8 4R E

The quantity of Targets over Packet Loss Rate: %

Count

18:56 18:58 19:00 19:02
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BEFER AR A2 VISR > 400: 10 4388 ~ 30 478 ~ 2 /NEF
6 /NIF ~ 12 /NI~ 1K~ 2 K5

Type BRI

BSR4t - BRE T UJ#A S Switch TX Device 5% € H
[i]

Name

Latency @1};%//'\ %@‘

Packet Loss Rate ESYREIN= N

Switch 5% € HH

||]T Network i Switch Management » Details , @ Administiator v
Contraoller
I
2 Monagement Switch Details € Back to the Switch Management List
» VLAN
» Topology 192.168.9.106 - 192.168.9.106

» Statistics el
P P
. =m

IE Devices <
LAG1 LAG2 LAG3 LAG4 LAGS LAG6 LAG7 LAG8 © Show Switch Details
& Networking <
¥ Service <
Ports Info Ports Config Ports VLAN
F Wireless <
view: [ | [
& Security <
No. STP State TX Count RX Count Host Count
U Policy <
o system % iC n Discarding 0 0 o
& Monitoring s () E Forwarding 22.85 MB 724.99 MB 100
ice L E
Device i€ H
- - “ . ok
||:| Network i Devices Management » Detail » info : @ Administrator v
Controller
M Switches <

82 Al 33 HOO3_vhost ~ = & H003_vhost_020

IMTgm( H003_vhost_020 O

| rt

AP Last updated on 2019-01-16 07:00:57 Health status is Healthy
& Networking <
W Service <

s W onine sass - CRSITD
& Security < Data Transmission

U Policy <
£ System < Statistics Info Remote IP Session Remote IP Whitelist Log Sanity Check
% Monitoring <

Type From Detected
Switch:Port IPV4 @ VLAN

Owner HO003_vhost
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11.2.2. Target

[ BEEE Collection Name > Targets #E A Target 5%7E H A

| T Network  § Monitoring » Latency » ttt © Administrator v
01 Controller

M Switches < Dashboard

IZ Devices <

+ Add New Targets

& Networking S Type Name IP Address

® Soiice e 1 SWITCH 192.168.9.102 192.168.9.102 n
. 2 HOST HO003_vhost_020 10.0.20.3 n

F Wireless <

& Security <

U Policy <

& System <

» System Overview

» Uptime

R | R
U H

BB I 41 T

Add Targets

@® Host (Device)

Only device be assigned to group can be selected.

To Trigger Sanity Check Hule, please add Device from this
type (don't add IP directly)

© switch
Add Switch to Collection to get better Overview to
See the networking status in a Area.

© 1pva
Any |IPv4 Address that not belong to Device

Type B E SRR
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Name BB RN AT
IP Address ELEHY 1P firdk

(o B s




EstiNet loT Network Controller User Manual

11.3. Uptime
LB T Ry st L ARHF ]

| Network % Monitoring » Uptime @ Adminisiator v
01 Controller
M Switches o . i . ¥
Device uptime in Past 10 Min (Live)

IE Devices <

» System Overview

» Latency 10 HO16_vhost_089

12 HO19_vhost_009

13 H025_vhost_059

# Device Online =
& Networking & 1 HO58_vhost_005
W Service < 2 H100_vhost 098
e . 3 Hote_vhost 085
4 Hos9_ynost 052
& Security <
5 HOdB_unost 078
U Policy <
6 Ho2s_vhost_052
@ System < 7 HOt6_unost_046
. e
o H100_uhost 059

14 HO16_vhost_079

R | R
BURHH

BEIEEU IR A S/ DRFE] 40 10 43§% ~ 30 47§ - 2 /NEF -
6 /NHE ~ 12 /NBE S 1 R S 2 RE

# SRR

Device B gﬁ{%ﬂ’ﬂ%ﬁr

Online BiE HARHY E&RAV AR
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12X E$H

10.
11.
12.
13.

B A IEAT SR - 5570 IR IR

DHCP Snooping “~ 57 % DHCP server relay

VLAN HY Trunk &= NS E VLAN TAG RIJ &% By Access fE=,

THZ% Data Plane /£ VLAN 100 > Control Plane & VLAN 1

PRS2 7Y RT188T AT HARSAY A 1-20 Port & Data Plane(VLAN 100) » 21-28 £ Control
Plane(VLAN 1)

PRI TEEY RT166P ASHASSAYET 1-6 Port & Data Plane(VLAN 100) » 7-10 % Control
Plane(VLAN 1)

W AR B s 7R R RS 4% 2 Control Plane [

P g fERE E Device 1Y ARP £ - Kif)AHIR Device fEHEMas4E H I

QoS 1Y Rate limit 5325 E subnet FYTHEEA GE(EFH

Statistics it B4 T AT HE—R > FrLAEGRERRFIHE

Statistics i & SR =K

Security 802.1x/Radius R 37 #% Windows 7 Ei 7 &R A

Legacy 2 #ags{E Topology | » WVATENEE



