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FAF 3 117 ping www.estinet.com 5§
S EIRARF e BEE E KB (echo) AR

35 e

PRI 79 R0 £5 LBV B F 43
2219 1P i SR R (S

SR T ERIERSS
e - AZRIE

AR 52 B9 182 www.estinet.com - BT

AF 3 2&ERBEE MNP E 2 RS
78 20 ( Local DNS Server ) k18|0]
www.estinet.com PTXIAZAY IP 33k -
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AP 3 cHSIRS = EBEEPIERSS 0 IP it 53R ( AJF Wireshark

TEAFEERF 3 EENT tcpdump I8SFIERIINEREAR )

(1) P 3 K HRYE

tcpdump_at_node_3.pcap [Wireshark 2.1.1 (Git Rev Unknown from unknown)]

BRI BEKRERE

(2) AP 3 WA
ZRFSEEERE

©@® 4 m

=}

X g

File Edit View Go Capture Analyze Statistics Telephony Tools

Q

Internals  Help

N

==

S @b

‘ v | Expression... Clear Apply

Filter:
&. Time

Source

1 8.080080  1.0.6.2

2 0.013224  1.8.12.

3 0.813224  1.8.6.2
A 4 0.010035 [T.0.7.1]

Destination

Protocol Length Info
DNS

192 Ech

ICMP 192 Echo

Save

e wlf WEES

-Standard query 8x9f69 A www.estinet.com
271 standard query response 0x9f69 A www.estinet.com A 1.0.7.1 A 1.8.7.10 A 1.8.7.9 A

(ping) request id=8x6ad9%e, seq=1/256, ttl=64 (reply in 4)

g) reply

id=0x6a%e, seq=1/256, ttl=61 (request in 3)

g

(4) HF 313 |Pimth/
21071 MRS
& HEINIEK

(6) FHF 3 UZ= Ip ith
it 2 [0 7.1 B9 AR S5
S EI | El v

YUESCLUNS. L

Authority RRs

Answer RRs: 10

01

Additional RRs: 1

(7) FBIRSIEKRIE
SEXR/NAEEFT
mEZEEREARN
MAANRIFT -

(5) BR528 4 BV IP
i~ 1.0.7.1

» Queries
w Answers
b www.estinet.com: type A, class IN, addr =B /—J
b www.estinet.com: type A, class IN, addr 1.8.7.18 (3) @‘%15 /CA EEE
b www.estinet.com: type A, class IN, addr 1.0.7.9 - == 0%
b www.estinet.com: type A, class IN, addr 1.8.7.5 mﬁﬂﬁjjﬁ‘ﬁa$$ﬁﬁ
b www.estinet.com: type A, class IN, addr 1.0.7.7 ‘:“:-'E
b www.estinet.com: type A, class IN, addr 1.8.7.3 EHE;’?E‘E /\j IP ﬂﬂiﬂ:
b www.estinet.com: type A, class IN, addr 1.0.7.8 gu%
» www.estinet.com: type A, class IN, addr 1.0.7.4
b www.estinet.com: type A, class IN, addr 1.8.7.6
b www.estinet.com: type A, class IN, addr 1.8.7.11
= Authoritative nameservers 20 :Cache-only
0006 00 01 0O 00 00 08 00 01 08 00 00 07 08 00 45 00 , Local DNS Server 1Y
G018 61 681 37 ad 686 86 3f 11 2f 3c 01 80 Bc 02 81 6O &
00208 06 02 80 35 d8 24 00 ed ae 81 9f 69 81 80 8O 01 .§.5
0030 00 Ba 00 01 60 81 83 77 77 77 87 65 73 74 69 6e ==}
0040 65 74 @3 63 6T 6d 00 00 @1 00 A1 cO Oc 0O 01 0O el 19_./.
O  File: "froot/course_case_estinetx/application_layer/network_se = LAN 1 @ g
o
| LAN 2 o

Server Cluster (www estinet com)
13 14 15 17 32 33 34 35 36
a2 gd A A a a3 a !".?!-‘

a LAN 3

Pr...
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=12 W (LAN 1) SPRY
Hy[2

FAF 19 147 ping www.estinet.com 15

dJl0

il

= 19 Kk ARSS zr BF

/
N AR S5

S = IRIR B BB EERE (echo) IR

=

FAF 19 AR B E M P a0E 2 RS
#2 20 ( Local DNS Server ) k180
www.estinet.com PTXINZREY IP 3L -

KAE RS ES 20 ScRIEAIZE 1
www.estinet.com PTXT ARV IP i A
BRLE . KEARSS e 20 BN RO E
LR 19 -

20 :Cache-anly
Local DNS Server .=j

19_%ﬁzx-

:!ﬁping www.estinet

N 1 -
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AF 19 SEUSiRS=EFE R FIARSSE:9 IP #itsIZR ( FA Wireshark LB

HE®TRF 19 FE#RT

tcpdump EESFICREINERERE )

(1) JEHF 19 Z& ;;Hj E/J tcpdump_at_node_19.pcap [Wireshark 2.1.1 (Git Rev Unknown from unknown)]
i_k_:gﬂﬁ%l?—_k'fm A File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
2 C@4dm 1 BNXG Q¢ v ¢ Y JF #EE% 8
Filter: ‘ v | Expression... Clear Apply Save
(2) %F 19 LIQ?UE/\J & Ti S Destinati Prot 1L th Inf
N _— . ime ource estination rotoco ength nto
iﬁ%ﬁﬁ%@%{é% 1 0.000008 1.0.6.3 1.0.12.2 DNS -Standard query 0x4548 A www.estinet.com
/—J 2 0.002088 .0.6.
(=) P 4 3 8.002088 1.8.6.3 ICMP 192 Echn ping) request id=0x6aal, seq= 1;’255 ‘ttl—ﬁ4 (reply in 4)
( ) ﬁﬁ)tl |_,__| ﬂﬂ /#4 0.0087899 |1.B.?.1B| 1.8.6.3 ICMP 192 Eche (pNg) reply id=0x6aal, seq=1/256, ttl=61 (request in 3)
4 19 [o] IP e Tro
A RRs: 10 > EE =
i 2 [L0.7.20] 18R / e (7) BB RS RES
3 L = dditional RRs: > =1
&8 & B N/ 1E K  ueriee BEX/NAEEFT
w Answers J1\
b www.estinet.com: type A, class IN, addr = . E ﬁ@g'fm i E'_'j(_._ J
b www.estinet.com: type A, class IN, addr 1. 8.?.5 (3) IE]E'IE /CN EEE Eﬁﬁjﬂ-%"ﬂ o
(6) ﬁﬁ)tl 19 I,IQ?U |P b www.estinet.com: type A, class IN, addr 1.0.7.11 | -4+
; A RSERAFEFR
= b www.estinet.com: type A, class IN, addr 1.0.7.4 (¢! SakT ==
i‘lﬂiJJ:ZE 1.0.7.10 E/\j b www.estinet.com: type A, class IN, addr 1.0.7.3 EHEKDD E/‘J P ﬂﬂiﬂ:
HE %%ﬁﬁ@{"%ﬁ’]@ b www.estinet.com: type A, class IN, addr 1.8.7.6 oo
=7 N » www.estinet.com: type A, class IN, addr 1.0.7.1 |
\ » www.estinet.com: type A, class IN, addr 1.0.7.8 gJ% (5) EE\WE‘E 35 E/\J IP
A2 b www.estinet.com: type A, class IN, addr 1.8.7.7 i‘lﬂiﬂ:jg 1.0.7.10
b www.estinet.com: type A, class IN, addr 1.8.7.9
= Authoritative nameservers 20 Cache only Server Cluster (www estinet cam)
0000 00 01 00 00 00 34 00 01 00 00 00 07 08 00 45 00 g ElEREEmREr| 4 13 14 15 7 32 33 3 3%
9016 01 01 4e bb 80 00 3f 11 18 2d 61 80 8c 82 01 00 P Ny NN N iy
0028 06 03 80 35 c® f7 00 ed 37 cf 45 48 81 80 80 01
0030 00 Ba 00 01 60 81 83 77 77 77 87 65 73 74 69 6e .
oP48 65 74 03 63 6f 6d 00 00 91 0O @1 cO Bc 0O 01 GO e 19 %
11
O ®  File: "froot/course_case_estinetx/application_layer/network_se LAN 1 % Pr...
| LAN 2 o 0 LAN 3
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A eI PIR A Z RS RN BB RS aa KoK ?

o —ITIRFEAEFENERS - X EE2HEZ TS RENREERES - Bt - 3
BEMAF K 0EB RSB EKE - =52 —5 kS50 1P i35 - #ahd
- BEEMNARZEZD—NMNMERE (HERSFEX) G - W3 —MMENERK
HERE (HRRSBEE) -

o MR —IMHWHEBBRGABKN E—a8IETERERSRS:E S  WEE YR
=S IRFeER S KALERRSZZEK - AL - WARENE R IRSEZ=ZE[E]
RFB=R s £ (RGN T) - EXHFNEIEERERAZNIE - a2
75 SHYIGTE - ERIEZ8ARSS (Denial of Service, DoS) FU1E T °

o B—WHEBBNLANKGHNREKBLRSIEN - FRILGBE=HZ D
WEEEBNAMEBEEIRFZIN G - XERNARINRAD MIVELEIRS
(Distributed Denial of Service, DDoS) X -
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1P 38 E— 1AMt - BT S — 1M HERER
XEEMA KL ERSIEK

amplification attack using dns service.py|/1.0.9.1/|1.0.13.1||www.estinet.com| {100/ |0.001

(1) (2) (3) (4) (5) (6)

15 10B B | -
(1) FB python BES iz EZF (4) FRE2 18 0MIE R (B RAKTVER)
(2) W2/ 1P ik (AR5 28 16) (5) W5 £V A 8]

(3) BN W — S BARSB 2K HIT G (6) ELL & LI FZ RSB KRVEFE (7D)
W (BRI 2 AR S5 2% 22)

LAN 2 7 \'2;'/
Attacker 2 .
2451C = \.25 ./. I .\29
- 28 < 4 &
& s
38 15 ./ 16
il ache-only = .!:1091

1.0.18.3 22
Attacker 1 31.0.13.1 .
o Victim Server (1.0.9.1)
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A Wireshark

tcpdump 8%

—/\

—r
)

17

BERF
JPhe=EINTE

el o
@OO
>t
I

tcpdump_at_node_38.pcap [Wireshark 2.1.1 (Git Rev Unknown from unknown)]

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

EERET 2 (o @ d . =
= NOo©® 4w BXg Q ¢ » ¥ BEE Fl &t W% &
ZEHABTIERZMR | DD_ -
Q% 16 E,(J IP ﬂﬂﬂt ~ ‘ v | Expression... Clear Apply Save
Source Destination Protocol Length Info

(1.0.9.1) - AR  |\emwprerm

10 .8.9.1 1.0.

2 0.001000 [1.8.9.1 1.0.13.1

):I 38 EE'E,(J “\D j::lﬂi‘lt 3 0.002000 [1.8.9.1 1.0.13.1
(1.0.18.3) Al 93X 4 0.003000 [1.0.9.1 1.0.13.1
5 0.004000 [1.8.9.1 1.0.13.1

th'f;,%\/j%ﬁﬁ):' 38 6 0.005000 |1.0.9.1 1.6.13.1
3 7 8.086000 [1.8.9.1 1.0.13.1

1EXE gnu 16 ﬁFI' 8 0.007000 [1.8.9.1 1.0.13.1
9 0.008000 .6. 1.0.13.1

Ry

Standard query 0x0000 A www.estinet.com
DNS 75 Standard query 8x@800 A www.estinet.
DNS 75 Standard query 8x0800 A www.estinet.com
DNS 75 Standard query 9xBe@0 A www.estinet.com
DNS 75 Standard query 9xBeEP A www.estinet.com
DNS 75 Standard query 8x0@00 A www.estinet.com
DNS 75 Standard query 8x0800 A www.estinet.com
DNS 75 Standard query 9xBe@0 A www.estinet.com
DNS 75 Standard query 9xBeEP A www.estinet.com

{vvv~

Domain Name System (query)
Transaction ID: 0x0008
Flags: 8x8108 Standard query
Questions: 1

Answer RRs: @

Authority RRs: @

Additional RRs: 8

Queries

-

-

Frame 1: 75 bytes on wire (600 bits), 75 bytes captured (608 bits)

Ethernet II, Src: EquipTra_00:00:4c (80:01:00:80:00:4c), Dst: EquipTra_00:008:35 (00:01:00:80:00:35)
Internet Protocol Version 4, Src: 1.8.9.1, Dst:
User Datagram Protocol, Src Port: 53, Dst Port:

1.8.13.1
55

00408 65 74 @3 63 6T 6d 00 00 01 80 01

0oee 00 01 00 0O 00 35 00 01 00 00 00 4c 08 00 45 00
0010 00 3d 80 81 80 80 40 11 62 ae 81 80 09 01 01 08
0020 ©0d ©1 80 35 80 35 00 29 ac b4 00 80 01 00 08 01
0030 00 0O 00 00 0O @0 83 77 77 77 07 65 73 74 69 Ge

O ®  File: "froot/course_case_estinetx/application_layer/network_security/amplification _attack_using_dns_ser...

Packets: 2000 - Displayed: 2000 (100.0%) - Load time:... Profile: Default
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214.;:_ ) ./. \.E; /4& EIE'./
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3 >I 18 ./J 16 o
M- aE 3
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/
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16 O FHM B REMN 1/5 24 -
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1P 24 FIIMNEBRIE R ARS8 23 SRS B BKIN =
B IN—ERFes 16 HITRETNESW AW T

amplification attack using dns service.py|[{1.0.9.1//1.0.15.1||www.estinet.com| [100| (0.001

LAN 2 27 \-2;-/ a0 LAN 3
AEEaCker ? h\.EE ./I .\29 ./".‘r.
r e 28 ./ - o 4 a d -\-31
:>iﬁ - m | \ =] d
SLB._. 18 ./ 15 128 |
= =" ua % Zll:Cache-only

Attacker 1 E ==jl.0.15.1

cZMCache-only

Victim Server (1.0.9.1) /m EEp

/
EEHF 38 5HF 24 MER
Wh DB - B SRS 16 Of
AN REN 2/5 A °
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17 37 SHF 26
174l - A 37 - ANSE XXINS’JHZ%HEQ
3 R th - HFE 26 @& IMERRVIE R ARSS
22 §|€I$ZE3 °

4

m@

B EEEMN 3
AL —
78 2

LAN 2 2 FRAME a0 LAN 3
Attacker 2 S .%‘ i Attack%eﬁr 4
24

a N ./; - \.25 /{H.ﬁ.rﬁ ZS-I.:WE/ -\.31 iB.-‘-‘-.‘E___.
AM = FRAME FRAME, 4 FRAME W =g

38 > rHaﬂE ~ 5
18 LN

- PR aME h ﬁl/ e 2

280

FRAME 0
Victim Server (1.0.9.1) 23 2425 25 21 -

:Cache-only

Attacker 2

Attacker 1 tj

EENNMNYNEENK G HE - HFE
RSB zs 16 o BN REEE5T 4/5
EXARFEs 16 NiafEE B E 0D -
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Datiill: PP

o FELEXMIINAIRISE

2 dun) 345

1.0.6/24 FRY IP it RL==2 1.0.6.1, 1.0.6.2, 1.0.6.3, .
o —HUHEEMAEWERED H%L%E%ﬁﬁ FNZE NBOEAS 1P AT -

=X

=R EET M RAVEE -

O] DA SR

ST AR DUEBE A R 3K -

M2 1.0.6/24

2l :Cache-only
Local DNS Server _;_j

i _1.0.6.2
il

.\.5
)
1-8 '/- SES

1063|_,5u|".|1 1061-.""

+W2& 1.0.18/24
LAN 2 27 IR
Attacker 2
24 1.0.18.1

1.0.18.2. m @ n_|
) :>IZ8 -/-

38

#70.183
Attacker 1

ZZM_ache-only

=
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TSR -

CEREANERE

BN FWE T P S N A
,1.0.6.254 -

- BIANFE 45

Lt - REFZEBRK

M % 1.0.19/24

30 LAN 3
L a&@21.0.19.2 Attacker 4

0.19.1_ me

SES -\- 1.0.19. .
a1 '
ﬁ<

ar

2B :Cache-only 1-0-19-3 ‘._
- Attacker 3

o3
SS<

23
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EREM 1 MR 2 L1ERs
ERE

| /LJ\

KIEAMNRTIRRE

. —XZANNEREREPEE
%WWMEF$Q¢¥H SRTAER -

IR MER BB R -

I:I /l_,\

A N\ EA5

o B _FKMNIIRIEFIBEATEE—

FAMNWFFBEERE -

FIN2& 1.0.6/24
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[

20 :Cache-aonly

Local DNS Server _
3 .1.06.2
,_‘.

.\-5

=

19 ./.

g .}F@' e

Router x

Node ID |2 Nede Type |Router

Routing Application Interface Flow Classification DNS Firewall Virtual Machine 4|k

Start (s) Stop (s) Command Cpe Add

‘ : iptables -A FORWARD -5 1.0.6/24 4 eth0 -] ACCEFT [jid Modify
Delete
/ 30.000001 35 iptables -A FORWARD -i eth0 -) DROP
Delete All
Enable All
Disable All

Adjust Starnt Time

Adjust Stop Time

App. Usage
A | o
Command Console Module Editor
Cancel

24



EREM 2 (WA 27 FRFED
KBNS R B E NS S 8

—FANINESEREPHEZE

%WWMEF$Q¢¥H ZXFTAER -
F RN S BT -
. **—Hmmu@méﬁﬁﬁxﬁa%—/

FAMNWFFBEERE -

F W% 1.0.18/24
27 2=

LAN 2 &

Attacker 2 1.0.18.2 a |

% 1.0.18.1 I/‘H@.

s 78

=

38

ol 1.0.18.3 2ZBache-only
Attacker 1 9 |

Router

Nede ID |27 Nede Type |Router

Routing Application Interface Flow Classification DNS Firewall Virtual Machine 4|k

Start (s) Stop (s) Command Op Add

iptables -A FORWARD -5 1.0.18/24 - eth0 4§ ACCEPT Modify

Delete

30.000001 35 iptables -A FORWARD - eth0 -] DROP

W ¢

Delete All

Enable All

Disable All
Adjust Start Time

Adjust Stop Time

App. Usage
A | o
Command Console Module Editor
Cancel
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EREM 3 IR 30 _EiRERS
KIEANRE I RENERE

. —XZANNEREREPEE
%WWMEF$Q¢¥H SRTAER -
TRFXNMEEEBEIEMR -

. **—Hmmu@méﬁﬁﬁxﬁa%—/
SAONFRAEEE -

[0 2 1.0.19/24

30
f"’\- 1.0.13. 2 Attacker 4
MR -AK-H 1.0.19.1 2 e
jﬁ<
37
hcache-ony  1.0.19.3™
- Attacker 3

Node 1D |20

Routing

Start (s)

Application
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